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In recent years, the primary security concern for 
many countries has focused on the threat from 
terrorism. However, despite global increased 
security measures, there have been a number of 
major terrorist attacks in cities such as New York, 
Ankara, London, Paris, Istanbul, Brussels, Berlin, 
Oslo and Christchurch, claiming thousands of 
lives.  Responses to these attacks, at the national 
and international level, led to some significant 
changes to security mechanisms in a number of 
countries. 

In the wake of such attacks, concerned states often 
initiate public enquiries or structured internal 
investigations in order to assess current security 
systems and strategies and to ascertain if the 

attack may have been preventable in any way.
For instance, following the attacks in the United 
States on September 11, 2001 (9/11) a number 
of special investigations were undertaken to 
establish potential structural issues within national 
security and intelligence agencies and to suggest 
amendments where necessary. Consequently, 
a brand-new cabinet-level department, the 
Department of Homeland Security (DHS) was 
established, along with many other coordination 
and cooperation units for security and intelligence 
agencies involved in counter terrorism

Similarly, other countries have also undergone 
substantial structural changes to their national 
counter terrorism systems and many states have 
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enacted new legislation, especially in response to 
United Nations (UN) Resolutions on terrorism.    
New national threat evaluation systems have 
been developed along with enhanced border 
and custom structures (including new migratory 
laws).  In some cases, new law enforcement and 
intelligence units have emerged to address the 
increasing threat from terrorism.   However, not 
every nation is affected by terrorism in the same 
way, some not at all.  As such, efforts to counter 
terrorism can differ considerably from country to 
country, depending upon national interests and 
priorities.

Although coordination and cooperation between 
domestic law enforcement and intelligence 
agencies at the national level, is important, 
international coordination and cooperation is now 
an ever-increasing priority.

In this report, we will seek to review some of the 
changes to national counter terrorism structures 
in several states.   Notably by focusing on the 

emergence and evolution of counter terrorism 
administrative structures; their weaknesses, 
deficiencies and strong points, as well as looking 
at improvement efforts undertaken within 
different domestic systems. To this end, starting 
with the USA we will then examine respectively 
the UK, Germany, France, Belgium and Turkey.  
The focus will be on how these countries 
established their counter-terrorism organisations 
and the major structural breaking points.  The 
course of the structural changes will be scrutinized 
within the national and international context. In 
order to understand the levels of international of 
coordination and cooperation between different 
states, we will try to touch upon the convergence 
and divergence points in different domestic state 
mechanisms. 

In the final part of this report we will outline 
some conclusions on the evolution of the various 
national systems and propose recommendations 
on developing effective counter terrorism 
structures at the national and international level.
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The 9/11 attacks shocked the World. Not only through the heinous nature of the attacks but also through 
the method used; hijacking airplanes. When the initial shock wave of the incident began to settle, two 
main questions were foremost: 

• How did the terrorists conduct their actions on the US soil, and,

• How can we prevent similar future terror attacks? 

I.
THE UNITED STATES’
COUNTER-TERRORISM
STRUCTURE
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In response to the first question, legislative 
and administrative deficiencies were examined 
through a number of reports and commissions, 
especially the, now famous, 9/11 Commission.  
The final report of the Commission,1 released 
in July 2004 carried 41 recommendations. 
Significantly, the coordination, cooperation and 
intelligence sharing failures among State organs 
was officially recognised:  The former Attorney 
General John Ashcroft testifying before the 9/11 
Commission in 2004 stated “…the single greatest 
structural cause for the September 11th problem 
was the wall that segregated or separated criminal 
investigators and intelligence agents.”2

In order to address the second question, and in 
line with the results and recommendations of 
some of the reports and commissions, a series 
of policy, legislative and structural reforms and 
changes were implemented. Most importantly, 
the Department of Homeland Security (DHS) 
was founded in 2002 as an umbrella organisation 

with integration of more than 20 departments 
and agencies. At the same time essential reforms 
had begun for agencies such as the Central 
Intelligence Agency (CIA) and Federal Bureau of 
Investigation (FBI). 

The USA Patriot Act of 2001 has had a 
fundamental impact on the powers of the state 
organs: The competence and jurisdiction of 
Federal agencies and law enforcement authorities 
on data collection, sharing and cooperation on 
suspected terrorist activities were significantly 
expanded.3

This paper will examine the evolution of the 
current administrative security structure of the US 
relating to counter-terrorism. The hierarchical and 
functional order amongst Federal agencies have 
been respected as closely as possible. The current 
US security structure, its organisation, the changes 
that have been implemented, and the structural 
challenges are scrutinized. 
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Constitutionally, as the head of the State and the highest commander of all of the security forces, the 
President of the United States has the ultimate power and responsibility on national security issues. On 
all matters related to national security and defence, the President is assisted by the National Security 
Council (NSC), the highest-level consultation mechanism for national security. 

The NSC was founded in 1947 by the famous National Security Act,4 in the wake of the Second World 
War and was initially designed to provide the necessary coordination among the military departments 

1.
The President,
The Nsc 

& 

The Hsc
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such as the Army, Navy, Air Force and Marine 
Corps and the intelligence agencies. At the outset, 
it appeared as a predominantly military forum 
concerned with national defence against the 
external threats, primarily the Soviets. Yet, in the 
course of time the NSC’s formation has undergone 
many changes to cope with ever-changing 
national threats. The erosion of the line between 
the internal and external threats and increasing 
menace of international terrorism has caused 
strategy and structure changes in the NSC. Today, 
the counter-terrorism strategies of the US focus 
on radical extremist threats from international and 
domestic terrorists. 

The NSC is chaired by the President, other 
attendees are the Vice President, the Secretary of 
State, the Secretary of Defence, the Secretary of 
the Treasury and the Assistant to the President 
for National Security Affairs.  The Chairman of 
the Joint Chiefs of Staff serves as the statutory 
military advisor and the Director of National 
Intelligence serves as the statutory intelligence 
advisor.  Additionally, the National Security 
Advisor, the Attorney General, the Secretary of 
Homeland Security and other officers of the US 
Government if the President designates so, attend 

the NSC meetings. The NSC is placed within the 
Executive Office of the President.5

In the US administrative structure on counter-
terrorism, the NSC serves as the principal 
platform assisting the President as the closest 
circle of highest rank executive and advisory 
officials in cases related to defence and security 
of the nation, particularly in counter-terrorism. 
The general policy, strategy and action plans on 
national security are contemplated within this 
circle of senior officials, to be implemented by 
the all pertinent departments, and agencies of the 
United States. 

Alongside with the NSC, the Homeland Security 
Council (HSC) assists the President on homeland 
security and counter-terrorism issues at the highest 
level. The HSC formed in October 2001, as the 
successor of the Office of the Homeland Security 
which was created immediately after the 9/11 
attacks. The national homeland security policies 
and strategies are coordinated from the HSC. The 
Structure and members of the HSC resembles to 
the NSC and the Obama Administration, in 2014, 
merged the two sets of staff within the White House, 
under the name of National Security Council Staff.



Department Of Homeland Security 7

Reorganisation proposals for the homeland security structure were already under consideration in 
the years leading up to the 9/11 attacks: The Hart-Rudman6 and Gilmore7 Commissions’ reports were 
aimed at reshaping the US homeland security structure in the 21st century. Whilst the Hart-Rudman 
Commission envisaged a single governmental entity, benefiting from the advantages of a unified body’s 
efficiency and power to consolidate,8 the Gilmore Commission report rejected the idea of a new federal 
organ, stating that foundation of a new overarching organ on the issues related to homeland security 
might offend other departments and agencies which also serves in the homeland security and may cause 

2.
Department 
Of Homeland 
Security
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unnecessary competitions.9 Concerns were also 
expressed that there was also a risk of creating 
more confusion with in the national security 
bureaucracy.10

Only nine days after the 9/11 terror attacks, 
the Bush Government created the Office of 
Homeland Security (OHS) to coordinate national 
counter-terrorism efforts within the homeland 
and appointed Tom Ridge as the first Director of 
the Office of Homeland Security. The OHS was 
created in line with the Gilmore Commission’s 
findings:11 Instead of a new government-level 
department, OHS was an office entrusted with 
facilitating the cooperation and coordination 
efforts within the existing counter-terrorism 
structure as part of the President’s Executive 
Office in White House. However, it was lacking 
the necessary authority and jurisdiction over other 
departments and units in the field of homeland 
security, and therefore its powers were limited,12 
and it was not long before the OHS became 
subjected to criticism. 

A year after the 9/11 attacks and the creation 
of the OHS, the Homeland Security Act (HSA) 
was enacted on 25 November 2002. The HSA 
established a new comprehensive department-

level organisation, the Department of Homeland 
Security (DHS) in what was considered as one the 
most significant structural changes in US State 
history since the National Security Act of 1947.  
The DHS was formed to consolidate national 
security efforts and to overcome     perceived 
weaknesses in coordination, cooperation and data 
sharing.  For this purpose, 22 US government 
executive units from other departments and 
agencies with responsibility for issues relating to 
homeland security now came under the authority 
of one single Cabinet entity, the DHS.  At the time 
of writing, the DHS remains the newest of Cabinet 
departments and one of the largest government 
entities with around 240,000 personnel and an 
annual budget of US$ 44.1 billion13. 

Although the DHS was founded by combining 
existing sub-agencies from different governmental 
entities, almost three quarters of the homeland 
security units in the US were not included 
within the DHS organisation. Thus, the need 
for interagency cooperation and coordination 
remained and the need for the Office of Homeland 
Security within the Executive Office of the 
President was still vital for cooperation with 
other homeland security units outside of the DHS 
jurisdiction.14  Also, although it was discussed 
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at some length, the FBI and the CIA were 
not incorporated into DHS structures, instead 
maintaining their existing roles and structures 
alongside the new Department. 

The HSA of 2002 determines the main objectives 
of the DHS:  
“The primary mission of the Department is to

a) Prevent terrorist attacks within the United 
States

b) Reduce the vulnerability of the United States 
to terrorism;

c) Minimize the damage, and assist in the 
recovery, from terrorist attacks that do occur 
within the United States…”15 

 
In the main, the DHS is responsible for public 
security issues such as counter-terrorism, border 
security, immigration and customs, disaster 
prevention and management and cyber security. 
While the Department of Defence is entitled to 
provide national protection against external threats 
abroad, the DHS is charged with the interior 
security on US soil, i.e., the US Homeland, in this 
regard the DHS resembles and could be compared 
to the interior ministries of other countries. In 
order to cope with the ever-changing means, 
methods and formation of terrorist threats, in line 

with the “continuous change” model,16 the DHS 
structure has undergone eleven changes within its 
first five years. This demonstrates the requirement 
that the new Department of Homeland Security 
structures are dynamic in nature.17 
The organisational structure of the DHS is 
composed of a series of offices, agencies and 
services divided by topics and expertise, and 
although there are many offices, the DHS units 
that are the main contributors to the national 
counter terrorism effort are the:

• US Secret Service, 

• US Coast Guard, 

• Cyber Security and Infrastructure Security 

Agency, 

• US Immigration and Customs 

Enforcement, 

• US Customs and Border Protection, 

• Transportation Security Administration, 

• Federal Emergency Management Agency, 

and 

• Office of Information and Analysis
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2.1. US Secret 
Service (USSS)
The US Secret Service (USSS) is one of the 
oldest federal law enforcement agencies in the 
US. Initially founded under the Department of 
Treasury in 1865 to fight against counterfeiting 
of the US Dollar and served as part of that same 
Department until the establishment of the DHS. 
In 2003, the USSS was transferred to the DHS. 
Now, besides its initial criminal investigation 
duty, the USSS provides protection for high-
level Government Officials and their families 
particularly for the President, Vice President and 
former Presidents (and their families). Therefore, 
the USSS is charged with two main duties, the 
protective mission and the investigative mission. 
National Special Security Events are also planned, 
coordinated and implemented by the Secret 
Service. 
In the initial investigative mission, the USSS 
provides crucial support for financial crimes 
investigation both on national and international 
level. Alongside the primary duty against the 
counterfeit of US Dollar, fraud, mail and wire 
fraud, illicit international financial transactions are 
also within the USSS investigative jurisdiction. 

The role that USSS plays in homeland security 
has significantly increased in recent years due 
to its specialist units, especially the Electronic 
Crimes Task Force, which was expanded after 
the 9/11 attacks18.  Other USSS units that form 
component parts of the national and international 
counter terrorism efforts are the Financial 
Crimes Task Force and the Cyber Intelligence 
Section.  The USSS also played a fundamental 
role on creating the European Electronic Crime 
Task Force, based in Rome, Italy, in 2009. 19 As 
of 2019, the USSS serves with more than 7000 
personnel, at its highest in the USSS history.20  

2.2. US Coast Guard 
(USCG)
The origins of the US Coast Guard (USCG) are 
rooted in the 18th century US Revenue Cutter 
Service. In 1915 that service merged with the US 
Life-Saving Service and until 1967 the USCG 
served as part of the Department of Treasury. 
From 1967 to 2003 the USCG fulfilled its duties 
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as part of the Department of the Transportation. 
The establishment of the DHS in 2003, saw 
the USCG being incorporated into this new 
department. 

The Coast Guard is a maritime law enforcement 
agency tasked with protection of the US Coasts 
in US territorial waters and open seas. Whilst 
in peace times it operates under the DHS, it can 
serve as a part of the US Navy in times of war. 
Different from the other military branches of the 
US Armed Forces, the USCG is the only military 
entity entrusted with a regular law enforcement 
mission.  Within USCG there is an office for 
counter terrorism and defence operations policy 
and its role as a component part of the national 
counter terrorism strategy has grown since the 
9/11 attacks.  This role is under constant review, 
demonstrated by the fact that a number of 
specialised sub-branches have been formed and 
reshaped over time.  One example of this is the 
Maritime Safety and Security Team (MSST), this 
special counter-terrorism force within the USCG 
was created in 2004, uses the Underwater Port 
Security System and is specialised for detecting, 
stopping and detaining individuals that may pose 
an underwater threat. 

2.3. Cyber Security 
and Infrastructure 
Agency (CISA)
The Cyber Security and Infrastructure Agency 
(CISA)is the newest component within the DHS 
structure. It was created with the Cyber Security 
and Infrastructure Act of 201821 and intended to 
replace the National Protection and Programs 
Directorate.  CISA has two main goals, namely, 
to provide cyber security to all Governmental 
structures at the national level against all cyber 
threats, including cyber terrorism and building 
a secure cyber infrastructure. In this respect, as 
being the newest specialised sub-department of 
the DHS, the CISA represents the dynamic and 
flexible feature of the DHS in coping with the 
wide range of changing international security 
threats such as private and State-sponsored 
hacking, cyberattacks to public and private 
infrastructures, interference with communication 
and the security of elections.
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 2.4. US 
Immigration 
and Customs 
Enforcement (ICE)
The US Immigration and Customs Enforcement 
(ICE) is a federal law enforcement agency 
established in 2003 after the Homeland Security 
Act of 2002. Similar to the formation of the 
DHS, the ICE is also consisted of combination 
and consolidation of former agencies such as 
the US Customs Service and the Immigration 
and Naturalization Service.22 The ICE is charged 
with enforcing the US immigration laws and 
investigating criminal activities related to foreign 
nationals, including terrorism. In this respect 
two major tasks of the ICE could be summarised 
as Homeland Security Investigations (HIS) and 
Enforcement and Removal Operations (ERO). 

The HIS missions include counter-terrorism 
operations within the ICE jurisdiction. For this 
purpose, the ICE has an intelligence office as well 
as specialist units such as the Counter-terrorism 
and Criminal Exploitation Unit. To interdict 
international threats before they manifest within 

the US, the ICE also works abroad via the Office 
of International Affairs. The ICE also has special 
response teams to conduct operations. 
Today, with more than 20,000 active personnel the 
ICE constitutes one of the largest components of 
the DHS. Moreover, the ICE forms an essential 
part of the Joint Terrorism Task Force (JTTF)23. 

2.5. US Customs 
and Border 
Protection 
(USCBP)
The US Customs and Border Protection (USCBP) 
is one of the largest federal law enforcement 
agencies, not only in the US, but Worldwide, 
with more than 60,000 employees.24 The USCBP 
is the main law enforcement agency tasked with 
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scrutiny of both cargo and persons that moves 
in and out of the US through over 300 entry 
points.  Although closely linked with its sister 
organisation ICE, the USCBP is the main State 
entity tasked with protecting the borders of the 
USA. In common with the DHS, the USCBP 
was also created by combining and consolidating 
several different offices and employees from other 
agencies and became a unified law enforcement 
force with the primary duty of border security and 
protection.  

The USCBP is made up of many special sub-units 
with expert agents in different fields, such as 
agricultural and import specialists who examine 
cargo at entry ports. The USCBP is also part of the 
Joint Terrorism Task Force and works closely with 
the FBI and ICE to prevent and detect terrorist 
activities including bio-terrorism and agro-
terrorism. 

The US Border Patrol (USBP) is the most 
important component of the USCBP. Through 
this mobile and unified law enforcement arm, 
the USCBP controls the US borders, prevents 
illegal entries of people and goods including 

those related to terrorism. More than 20,000 
USBP agents patrol the 2,000 miles border with 
Mexico and 5,000 miles with Canada. In 2009, the 
Canine Program was developed by the USBP and 
employs a large number of trained dogs in order 
to assist in detecting and preventing terrorists 
entering the US.25  

In order to effectively protect US borders through 
the assessment of goods and people at the entry 
points, the USCBP requires well-integrated data 
and intelligence sharing structures, both at the 
national and international levels. For this purpose, 
the USCBP uses its own Office of Intelligence 
and Office of International Affairs to work 
closely with other agencies and also uses various 
information systems such as Student Exchange 
and Visitor System (SEVIS) of the ICE26, 
Advance Passenger Information System (APIS)27, 
The United States Visitor and Immigration 
Status Indication Technology (US-VISIT)28 
and Automated Targeting System (ATS)29. Of 
particular note is the National Targeting Centre, 
which has been active since 2001 to detect, detain 
and neutralise persons and cargo deemed as a 
threat to the homeland security.30 
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2.6. Transportation 
Security 
Administration 
(TSA)
The Transportation Security Administration (TSA) 
was created in the aftermath of the 9/11 attacks 
in response to the gaps in transportation security, 
particularly in aviation, which were identified in 
the wake of the attacks. Before the TSA was in 
place, security of airports was provided by private 
companies on contract basis. However, after the 
9/11 attacks the US Government felt the urgent 
need for a governmental agency to regulate, 
coordinate and oversee the national transportation 
security.  Thus, the TSA was created by the 
Aviation and Transportation Security Act of 
2001.31 Until its transfer to the DHS in 2003, the 
TSA carried out its mission under the Department 
of Transportation.   

Although the TSA is charged with the security of 
all means and methods of transportation, its main 
focus lies on airport and aircraft security against 
hijacking and terrorist threats. In 2005, the US 

Federal Air Marshals, another law enforcement 
force created in 1961 to secure the safety of air 
travel, was moved from the ICE and placed under 
TSA’s jurisdiction. The number of Federal Air 
Marshals has since increased significantly. Federal 
Air Marshals are trained to detect any criminal 
or terrorist behaviour which could jeopardise 
the safety of the aircraft or the passenger and in 
principle blend with the passengers as they are 
‘undercover’. 

Today, the TSA operates with more than 50,000 
employees nationwide. TSA screens more than 
2 million passengers and luggage each day at 
more than 450 airports.32 Since 9/11 attacks the 
TSA has developed and implemented a number 
of security measures and detection systems 
such as explosives detection systems, cockpit 
fortifications, increased ID standards, canine 
teams and so on. 
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2.7.  Office of 
Information and 
Analysis (OIA)
The HSA of 2002 created a separate information 
and analysis unit within the DHS in order to 
respond to data sharing issues between the FBI 
and CIA identified following 9/1133.  The Office 
of Information and Analysis is charged with 
tracking terrorists and developing intelligence 
for the DHS and other State organs. The OIA 
is made up of many separate units based with 
their respective areas of expertise, such as the 
Cyber Mission Centre and the Counter-terrorism 
Mission Centre. The OIA is a member of the 
US Intelligence Community (IC) and is the only 
competent intelligence unit tasked by law to 
exchange intelligence with state, local, tribal and 
territorial level partners, and also with private 
sector partners.34 The Fusion Centres that emerged 
post 9/11 era between various state and local 
entities have played a significant role in assuring 
the well-functioning of this collective intelligence 
sharing.35 

Beside the aforementioned agencies and law 

enforcement forces, Federal Emergency 
Management Agency (FEMA) is also an effective 
component of the DHS structure with a broad 
mandate of emergency management which 
includes terrorist attacks along with natural 
disasters.  
Moreover, since 2011 the DHS has changed 
its color-coded Homeland Security Advisory 
System (HSAS) with National Terrorism 
Advisory System (NTAS) for a more effective 
communication on terrorist threats of different 
levels.36 The defunct HSAS was created after the 
9/11 Attacks to improve governmental and public 
coordination and cooperation against terrorism 
threats. However its five color-coded alert system; 
namely green for low, blue for guarded, yellow 
for elevated, orange for high and red for severe 
threats has been criticized for being ineffective, 
ambiguous and impractical.37 The NTAS is based 
on threat-specific two level war   ning system, 
namely the elevated alert and imminent alert.38 
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Before World War II, the US Armed Forces 
had separate organisations and departments for 
Army, Navy and Airforce. After the war and 
during the Cold War era, the need for a unified 
federal executive department, incorporating those 
separate entities, had become necessary. With 
the 1947 National Security Act the Secretary of 
Defence unified those military departments under 
the National Military Establishment. Later in 
1958, with the Department of Defence (DOD) 
the structural organisation, hierarchical order and 
authority of the Department i.e. the civil political 

power over the military units, was clarified. The 
head of the Department is now the Secretary of 
Defence and three main sub-departments, namely 
the Army, Navy and Air Force are subordinate to 
the Secretary. Eventually, the US Armed Forces 
and its head organisation the Department of 
Defence have steadily undergone a centralisation 
process and streamlined in a clear hierarchical 
order. 

In addition, four national intelligence services, 
namely the Defence Intelligence Agency (DIA), 

3.
Department 
Of Defence 

(Dod)
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the National Security Agency (NSA) the National 
Geospatial-Intelligence Agency (NGA) and 
the National Reconnaissance Office (NRO) 
are situated within the DOD organisational 
structure. However, although members of the 
US Intelligence Community, these agencies 
are simultaneously under the jurisdiction of the 
Director of National Intelligence. Apart from 
the Department level intelligence agencies, each 
military service has their own intelligence units 
which are not organisationally linked with others 
but are under an obligation to coordinate. 
While the Department of Homeland Security is 
tasked to provide internal security on US soil, the 
Department of Defence is primarily charged with 
protecting the country against external threats 
whether those threats are from other states or non-
state actors. 

Until 1990s the Department of Defence and 
US Armed Forces were mostly concerned with 
external threats that might stem from other States. 
However, with the rise of international terrorism, 
the US Armed Forces and consequently the 
Department of Defence have started to become 
more and more involved in non-state security 
threats abroad, more especially since the 9/11 
attacks with the so-called War on Terror. Today, 

the Department of Defence is fully engaged in 
national counter-terrorism efforts. 

Among the Intelligence Services within the DOD, 
the Defence Intelligence Agency is primarily 
concerned with gathering information on foreign 
States’ defence and military intelligence, while the 
National Security Agency is concerned more with 
counter-terrorism.  The USA Patriot Act of 200139 
authorised the NSA in taking critical counter-
terrorism measures,40  and the main focus of the 
agency is on global surveillance and information 
gathering mostly through technological means, 
such as electronic data collection, instead of 
human sources or espionage.  Following the 
9/11 attacks the NSA implemented the Terrorist 
Surveillance Program which, in 2006, was 
deemed illegal and unconstitutional, and was 
replaced in 2013 by the NSA’s new surveillance 
program PRISM. The USA Freedom Act of 2015 
has since counterbalanced the broad competence 
of the NSA on data collection.41  
Although the NSA is reluctant to declare its 
organisational structure, it is not a secret that the 
Agency works in many fields of speciality in 
information technologies, particularly in cyber 
security and cryptology and is one of the lead 
agencies in the fight against cyber terrorism.
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The Department of Justice (DOJ) is the 
highest federal executive department in the US 
responsible for the administration of justice 
and enforcement of the laws in the country. 
The Department also manages several law 
enforcement agencies amongst which the US 
Marshals Service (USMS), National Security 
Division (NSD) and Federal Bureau of 
Investigation (FBI) have specific roles in the fight 
against organised crime and terrorism. 
Prior to 2001, the Department of Justice was the 
principal agency for domestic counter terrorism 

efforts.  The post 9/11 reports of Gilmore and 
Hart-Rudman Commissions outlined that the 
US did not have “…a clear strategy to prevent 
terrorism or manage the aftermath of terrorist 
attacks.” 42 Since then there have been numerous 
changes to the structures and competences within 
US Federal agencies, especially the DOJ.  
In 2011, the Department of Justice released an 
official report43 explaining the legislative and 
structural reforms implemented in the 10 years 
following the 9/11 attacks, including the formation 
of the FBI’s National Security Branch in 2005, the 

4.
Department 
Of Justice 

(Doj)
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establishment of the National Security Division of 
the Department of Justice in 2006 and creating or 
reorganising more than 260 governmental entities 
aimed as addressing the structural failures in 
coordination and cooperation prior to 9/11.  Some 
of these changes are discussed below.

4.1. US Marshals 
Service (USMS)
The US Marshals Service finds its roots in the 
18th century. the USMS was created during the 
presidency of the George Washington. In this 
regard, it is the oldest federal law enforcement 
agency in the US that is still active. However, 
the modern version of the USMS was formed in 
1969. Alongside general law enforcement duties, 
the USMS is specialised in judicial security, 
providing escort security, prisoner transportation 
and fugitive apprehension. Moreover, the USMS 
forms a regular part of National Security Special 
Events (NSSS) and assists the US Secret Service. 
In the fight against terrorism, the USMS is also 
competent in secure transportation of crucial 
medical substances to prevent bio-terrorism. 

4.2. National 
Security Division 
(NSD)
The National Security Division (NSD) was 
created in the USA Patriot, Improvement and 
Reauthorisation, Act of 2005. Similar to most of 
the post 9/11 structural amendments, the NSD 
formed as a combination and consolidation of 
prior functions of existing units such as national 
security and intelligence. The NSD is now a 
unified body within the Department of Justice 
and it is responsible for the national security 
activities within the department as a whole. The 
NSD brought together attorneys and specialists 
from a number of sections, including the criminal 
division, the counter terrorism section and the 
Office of Intelligence and Policy Review and 
aims to facilitate the necessary cooperation 
and information sharing among attorneys, law 
enforcement agencies and the Intelligence 
Community.44  
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4.3. Federal Bureau 
of Investigation 
(FBI)
The Federal Bureau of Investigation (FBI) is 
the primary federal law enforcement agency 
that serves as an intelligence, security and 
investigation service in the US. FBI has been 
active since 1908 and performs its duties under 
the jurisdiction of the Department of Justice 
while simultaneously reporting to the Director 
of National Intelligence, as a member of the 
US Intelligence Community. The FBI is the 
main federal investigative organisation that has 
jurisdiction over 200 federal crimes, including 
counter-terrorism, counter intelligence and 
organised crime.  
Despite similar fields of work, the FBI 
primarily focuses on domestic intelligence and 
investigations while the Central Intelligence 
Agency (CIA) is charged with intelligence 
gathering abroad. The FBI does have offices and 
attachés abroad, however FBI officers working 
abroad are principally tasked with international 
coordination and cooperation with foreign 
agencies.

The FBI’s role around the 9/11 attacks has been 
highly debated. Congressional and independent 
commissions and reports have been severely 
critical of the FBI, especially around the 
traditional working practices of the Bureau which 
were more focused on investigating crimes once 
they had been committed, rather than working 
on more preventative measures.45 The famous 
9/11 Commission  Report of 2004,46 asserted 
that the FBI may have been able to prevent the 
attacks had the Bureau followed up on available 
intelligence reports.  Other main criticisms of 
the FBI point to a non-flexible agency culture 
and cooperation/coordination failures, not only 
between the Bureau and other agencies, but within 
the FBI itself.47  As such, several structural reform 
recommendations have since been made by the 
various commissions, particularly by the 9/11 
Commission, to amend the deficiencies of the 
system. The investigation authority of the FBI 
was expanded and the USA Patriot Act (2001) 
broadened the FBI’s competence in monitoring, 
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wiretapping and other means of data collection.  
The agency underwent major structural reforms, 
during which new units were formed and steps 
were taken to enhance intra-agency and inter-
agency cooperation and intelligence sharing.
In 2005, the Directorate of Intelligence was 
formed and became responsible for intelligence 
administration within the FBI on security and 
criminal threats. That same year another unit was 
formed, the National Security Branch (NSB).  The 
NSB was created by the merging of the Counter 
Terrorism Division, the Counter Intelligence 
Division, the Weapons of Mass Destruction 
Directorate, the High-value Detainee Interrogation 
Group and the Terrorist Screening Centre and 
was charged with working against international 
terrorism and foreign intelligence operations.  The 
Terrorist Screening Centre itself was created in the 
post 9/11 era to detect and track down terrorists 
via the Terrorists Screening Database, which has 
since become and indispensable component of the 
FBI in the fight against terrorism.

In 2014, as a result of the continuous structural 

evolution requirement, a broader Intelligence 

Branch of the FBI was formed and the Directorate 

of Intelligence, the Bureau Intelligence Council 

and Partner Engagement were placed under an 

Executive Assistant Director.48 

After the 9/11 attacks, the FBI led Joint Terrorism 

Task Force (JTTF) has become the primary 

nationwide forum of cooperation and coordination 

between State agencies in combatting terrorism.  

Although the JTTF concept has been active 

since 1980s and in the past, the FBI have had 

many joint operations with New York Police 

Department, the total number of JTTFs since 2001 

has tripled rising from 30 in number to around 

100. A JTTF is basically made up of investigators, 

linguists, analysts, tactical teams and other experts 

and specialists from the various Federal and Local 

intelligence and law enforcement agencies.
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It is undeniable that counter-terrorism goals 
cannot solely be achieved by the efforts of law 
enforcement forces or intelligence agencies. The 
September 11 attacks demonstrated how complex 
means and tactics can be used for terrorist ends.  
In the post 9/11 era, efforts to prevent and counter 
terrorist financing and criminal money laundering 
have notably increased. It is widely accepted that 
disrupting financial sources of terrorist organisations 
severely inhibits their sustainability, provision of 
assets and ability to recruit new members.

Considering these facts, the Office of Terrorism 
and Financial Intelligence (TFI) was formed under 
the Department of Treasury in 2004. As with 
many of the immediate structural changes after the 
9/11 attacks, this new Office was established as a 
combination and consolidation of several related 
functions, transferred into the organisational 

structure of TFI, namely: 

• The Office of Terrorist Financing and 
Financial Crimes
• The Office of Foreign Assets Control
• The Office for Asset Forfeiture, and 
• The Office of Intelligence and Analysis 

The TFI is headed by an under-secretary and 
is tasked to monitor, detect and prevent illicit 
money transfers, money laundering and terrorist 
financing. The inclusion of the Assets freezing 
authority makes the TFI one of the most powerful 
agencies in fight against terrorism. 
As one of the founding members of the Financial 
Action Task Force on Money Laundering (FATF), 
the US has received positive reports from the 
FATF about its contributions to fight against 
global terrorism financing.49 

5.
Department 
Of Treausry
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The US Intelligence Community (IC) is a 
federation of intelligence agencies which was 
initially formed by sixteen intelligence organs. 
In 2005, with the formation of the Office of the 
Director of National Intelligence, the members 
of the community rose to seventeen. The mission 
of the IC could be summed up as the collection, 
analysis and sharing of information and 
counterintelligence to the benefit of the senior US 
officials and agencies.50  

The members of the IC are as follows:

• Air Force Intelligence

• Army Intelligence and Security Command, 

• Central Intelligence Agency

• Defence Intelligence Agency

• Department of Energy office of 

Intelligence and Counterintelligence 

• Department of Homeland Security Office 

of Intelligence and Analysis

• Department of State Bureau of Intelligence 

and Research

• Department of Treasury Office of 

Intelligence and Analysis

• Drug Enforcement Administration 

Intelligence Program, Federal Bureau of 

Investigation

• Marine Corps Intelligence

• National Geospatial-Intelligence Agency

• National Reconnaissance Office

• National Security Agency

• Office of Naval Intelligence

• US Coast Guard Intelligence and 

• Office of the Director of National 

Intelligence.51 

6.
Us Intelligence 
Community 
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Although the IC is composed of a number of 
intelligence agencies from various departments 
with wide levels of specialism, of note, is that 
12 of the 16 intelligence agencies are of military 
character. When performing the IC duties, 
members may either work in close cooperation 
or separately. While the IC describes itself as a 
federation,52 the structures within the IC do not 
appear to be of federative nature. Even though 
the Office of the Director of National Intelligence 
(ODNI) serves as the head of the IC, the power 
that the ODNI has over the IC members is rather 
limited in comparison to the organisational 
structures of each IC member. Thus, it could 
be asserted that the IC, rather than a federation, 
is more of an advanced forum of coordination 
between the major intelligence agencies in the US.  

6.1.  Office of 
the Director 
of National 
Intelligence (ODNI)
One of the recommendations made by the 9/11 
Commission was the unification of the intelligence 

community under a national intelligence director.53 
Following this recommendation, in 2004 the 
Office of the Director of National Intelligence 
(ODNI) was created by the Intelligence Reform 
and Terrorism Prevention Act of 2004 (IRTPA) 
which has been the most significant intelligence 
reform since the National Security Act of 1947. 
This post was created to oversee and coordinate 
activities of IC members. The Director of National 
Intelligence serves as the primary advisor of the 
President on intelligence matters, a task which had 
been previously held by the head of CIA. 

With the IRTPA, the Director of National Security 
was given important statutory powers such as 
controlling the National Intelligence Program 
budget and determining the priority objectives 
for the IC. However, the Director’s authority is 
limited in regard to the functioning and direction 
of the member agencies of the IC, since each 
member entity has its own working mechanism 
and hierarchy. For instance, the NSA, the National 
Geospatial Intelligence Agency, the NRO, and the 
DIA are still under the authority and direction of 
the Under Secretary of Defence for intelligence 
rather than the ODNI.54

It is not clear that the DNI can actually achieve 
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its primary objective of effectively integrating 
foreign, military and domestic intelligence.  
Despite initially being created to control and 
assert authority over the intelligence community, 
including the CIA, the DNI is overshadowed by 
the CIA, who still maintain an advisory role for 
the President and senior Cabinet officials.55

In 2017, Congress felt the need to hold a panel 
to review the role, mission and functions of the 
DNI.56 

6.1.1. National 
Counter-terrorism 
Centre (NCTC)
Departing from the 9/11 Commission’s 
recommendation, within the ODNI the National 
Counter Terrorism Centre (NCTC) was created 
by IRTPA of 2004 and incorporated the Terrorist 
Threat Integration Centre (TTIC) which was 
created in 2003 as a forum of data sharing on 
terrorist threats among the FBI, CIA, DHS and 
DoD.57 The NCTC works as an information bank 
that accumulates all data related to terrorist threats 
and thereby contributes to the national counter-
terrorism effort as the primary authoritative 

database. The NCTC processes both domestic and 
international terrorism information and produces 
“integrated and inter-agency coordinated analytic 
assessments” on terrorism threats.58  With the 
creation of the NCTC, the information sharing and 
data processing problems on security threats were 
hoped to have been solved. 

6.2. Central 
Intelligence 
Agency (CIA)
During the second World War, influenced by the 
British Secret Intelligence Service, the US created 
the Office of Strategic Services. In the wake of 
the war, in 1946 the Central Intelligence Group 
under the National Intelligence Authority was 
established as the direct predecessor of the Central 
Intelligence Agency. With the famous National 
Security Act of 1947, the Central Intelligence 
Agency (CIA) was created as the primary 
intelligence agency tasked with collecting foreign 
intelligence and producing robust analysis. 

The CIA pursues its statutory objectives as an 
independent agency and, today, its primary duty 
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as the principal foreign intelligence service of the 
US is to gather, process and analyse information 
related to national security threats from abroad. 
In this respect, the CIA mostly uses human 
intelligence (HUMINT). The CIA is not a law 
enforcement agency, yet it is the only agency 
that is legally authorised to conduct undercover 
missions under the authority of the President. 
However, the domestic jurisdiction of the CIA 
is limited, due to the fact that in matters relating 
to domestic security, the FBI is the primary 
intelligence collection and law enforcement 
agency.

The CIA’s role in the 9/11 attacks has been 
highly debated. In common with the FBI, the 
CIA was also considered as being responsible 
for some of the intelligence failures leading up 
to the September attacks. Criticism made of the 
FBI’s structural deficiencies prior to 9/11 have 

also been made of the CIA.  In common with the 
Intelligence Community as a whole, the CIA has 
undergone structural changes and improvements 
since 2001. 

Prior to the establishment of the Office of the 
Director of National Intelligence (ODNI), 
discussed above, the head of the CIA was the 
chief advisor to the President on intelligence 
matters and served as the head of the Intelligence 
Community. Under the new structures, the 
Director of the CIA now reports to the Director 
of National Intelligence (DNI) and the DNI now 
serves as the senior advisor on intelligence to the 
President.
 
Despite these changes, the importance of the 
work of the CIA is reflected in the fact that the 
organisation receives the largest share of the 
budget among the IC members and its structural 
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organisation and number of employees has been 
steadily expanding since the 2001. For instance, 
the Counter Terrorism Centre of the CIA, which 
was established in 1986 has seen staff numbers 
raise from around 300 agents in 2001 to 2000 
agents in 2011.59  Counter terrorism has been 
the main priority for the since 2001, along with 
cyber security and counter intelligence. All of this 
demonstrates that the CIA remains one the most 
important components of US counter terrorism 
efforts

The working approach of the CIA is traditionally 
based on HUMINT. Following the 9/11 attacks, 
gathering information about terrorists’ plans, 
detection of their whereabouts and neutralising 
security threats were among the priorities of the 
Agency. For most of the killings were conducted via 
drones, CIA has been in close cooperation with the 
US Air Force, particularly in Afghanistan.60 

In a press release 
entitled “Our Agency’s 
Blueprint for the 
Future”, it was stated 
that the CIA is pursuing 
a ‘constant evolution 
principle’ relating to its 
organisational structure 
and regularly reviews the 
organisational structure, 
as demonstrated with the 
addition of a directorate 
on digital innovation. The 
Agency claims that they 
wish to be ahead of their 
enemies and thus vows 
to make the necessary 
changes in time.61  
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As the facilitator of cooperation on counter-
terrorism efforts between the US and international 
counterparts, the Department of State, through its 
Bureau of Counter-terrorism, conducts a number 
of counter-terrorism programmes and initiatives 
aimed at enhancing worldwide counter-terrorism 
efforts by creating partnerships and improving 
intelligence sharing. For this purpose, the US 
Department of State utilises various tools and 
incentives such as the Antiterrorism Assistance 
programme (ATA) and the Counter-terrorism 
Partnership Fund (CTPF).  The Bureau of 
Counter-terrorist is required by law, to produce 
annual country reports on terrorism62 for the 
US Congress.  These reports aim to alert US 

authorities on existing and emerging international 
threats from terrorism.

The Centre for Strategic Counter-terrorism 
(CSCC) at the State Department served as the 
main entity that ensures the focus and uniformity 
of the all governmental foreign communications 
on terrorism between 2011 and 2016.  In 2016 the 
inter-agency Global Engagement Centre (GEC) 
replaced the CSCC. The GEC is tasked to “lead, 
synchronise, and coordinate efforts of the Federal 
Government to recognise, understand, expose, and 
counter foreign state and non-state propaganda 
and disinformation efforts aimed at undermining 
United States national security interests”.63 

7.
Department 
Of State
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As a parliamentary democracy under a 
constitutional monarchy, with devolved territorial 
administrations, the United Kingdom has a 
unique administrative structure.  This particular 
structure is also mirrored in the national security 
and counter-terrorism structures. The Prime 
Minister, the head of Her Majesty’s Government, 
is the highest executive authority responsible for 
national security. 
While the Government of the UK has the overall 
authority on national counter-terrorism efforts, 
devolved administrative parts of Northern Ireland, 
Scotland, and Wales also have the authority to 
regulate regional security issues, particularly the 
local constabulary.
In 2010, The National Security Council (NSC) 

was created as a Cabinet Committee, to oversee 
all matters linked with national security including 
defence strategy, foreign policy, intelligence 
coordination and counter-terrorism and formalised 
national security decision making, which had 
previously been carried out within informal 
groups of officials. The Council works as a 
highest-level forum for discussions between 
government members and senior officials. At the 
same time, the post of National Security Advisor 
(NSA) was created as the senior advisor on 
national security.  The NSA also acts as secretary 
to the NSC. Briefly, the NSC is a high-level forum 
where national security matters are collectively 
discussed by policy makers on national security, 
with a particular emphasis on counter-terrorism. 

II.
THE COUNTER-TERRORISM 
STRUCTURE OF THE
UNITED KINGDOM
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The Home Office (HO) is a cabinet level 
department within the Her Majesty’s Government 
and historically it is considered as one of the four 
Great Offices of State. While the HO could be 
compared to interior ministries of other nations, 
its remit and scope of responsibility is quite 
different than a ‘regular ‘interior ministry. The 
HO is responsible for the government response 
to immigration, citizenship, internal affairs of 
England and Wales and national security. For the 
latter, the Security Service (MI5) answers directly 
to the Home Secretary on domestic security 
issues. Until the formation of the Ministry of 
Justice in 2007, the HO was also responsible for 
the Prison Service and National Probation Service. 

Along with the Home Secretary, there are five 
departmental ministers within the HO:

• Minister of State for Immigration, 

• Minister of State for Security and 

Economic Crime 

• Minister of State for Policing and the Fire 

Service, 

• Minister of State for Countering 

Extremism and,

• Parliamentary Under Secretary of State for 

Crime, Safeguarding and Vulnerability.

1.
Home Office

(HO)
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1.1. Minister of State 
for Immigration
The Minister of State for Immigration is the head 
of immigration and border policy within the HO, 
responsible for immigration, visas, border security 
and foreign national offenders.64 Between 2008 
and 2013, the UK Border Agency was the main 
department within the Ministry responsible for 
border control and immigration.  Since then those 
duties and responsibilities have been absorbed by 
3 new divisions:

1. UK Visas and Immigration (UKVI), 
2. Immigration Enforcement, and
3. The Border Force

The UK Visas and Immigration division regulates 
the entry, stay, leave and deportation of foreign 
nationals. The Immigration Enforcement division 
ensure the due implementation of immigration 
laws of the UK and prevent illegal entry and stay. 
The Border Force is the law enforcement force 
responsible of border control through land, sea 
and air entry points and is also charged with duties 

relating to collecting intelligence, patrolling UK 
waters and searching passengers and baggage.65

Since 2007, the Independent Chief Inspector of 
Borders and Immigration conducts independent 
examination of the UK’s border and immigration 
functions. 
 

1.2. Minister of 
State for Security 
and Economic 
Crime
The Minister of State for Security and Economic 
Crime is a departmental ministry post tasked with 
wide range of responsibilities, the most important 
of which include implementing the strategic 
defence and security review, cyber security, cyber-
crime, aviation security, oversight of the National 
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Crime Agency (NCA) and counter-terrorism.  Of 
particular note is the responsibility for the UK 
Counter-Terrorism Strategy (CONTEST). 

CONTEST, aimed at reducing the risk from 
terrorism in and against the UK, was initially 
developed in 2003 by the HO and has since been 
revised on a number of occasions, the most recent 
of which was in 2018. The strategy is divided into 
four parts which is known as “the 4 P’s”: 

• Prevent; to stop people becoming terrorists 
or supporting terrorism
• Pursue; to stop terrorist attacks
• Protect; to strengthen our protection 
against a terrorist attack
• Prepare; to mitigate the impact of a 
terrorist attack.66  

Each volume of the CONTEST is critically 
important in assessing the political, legislative and 
structural changes in UK’s strategic response to 
terrorism. 
In March 2019, the Minister of State for Security 
and Economic Crime announced a new £10 
million counter-terrorism project aiming to 
enhance the collaboration between business, 
industry and public sector in line with the 
CONTEST goals.67 

1.3.  Minister of 
State for Policing 
and the Fire 
Service

The Minister of State for Policing and the Fire 
Service, in terms of the police service, has 
responsibility for finance, resourcing, reform, 
governance and the workforce in general. 
Collaboration between emergency agencies and 
coordination with Interpol and Europol are also 
fall within the main duties of the Minister.68

1.4. The Minister 
for Countering 
Extremism 

The Minister for Countering Extremism is, 
amongst other issues,  responsible for countering 
extremism, hate crimes, integration and 
devolution.69 For a country with a significant 
immigrant population such as the UK, this 
administrative post is an important tool for 
preventing homegrown terrorism and for reducing 
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the contributing factors for extremism. Within the 
HO there is also the Commission for Countering 
Extremism (CCE) which support society to 
fight all forms of extremism. However, the 
Commission’s remit strictly excludes terrorism 
and counter-terrorism issues.70

1.5. Parliamentary 
Under Secretary 
of State for Crime, 
Safeguarding and 
Vulnerability.

This departmental ministry is chiefly responsible 
of the victims of and vulnerable to terrorism, 
crime, gangs, abuse and addictions.71 As well 
as these departmental ministries, the Home 
Office works with around thirty agencies and 
public bodies in fulfilling its duties, three of 
which play key roles in national security; the 
Intelligence Services Commissioner, the National 
Counter Terrorism Security Office, and The 
Security Service (MI5).  The Home office is also 
responsible for the National Crime Agency.

 1.5.1. National 
Crime Agency 
(NCA)
As a national law enforcement force tasked with 
a broad scope of responsibilities in fight against 
organised crime, the National Crime Agency 
(NCA)was created in 2013 and replaced the 
Serious Organised Crime Agency (SOCA).  The 
NCA has a nationwide remit for crimes relating to, 
for example, border security, fraud, cyber security 
and protection of children.72 
The NCA also serves as the primary contact 
counterpart for international coordination with 
foreign law enforcement and international 
agencies such as Interpol and Europol. The 
NCA is overseen by the Minister of Security and 
Economic Crime.73 

In 2014, the transfer of national counter-terrorism 
responsibilities to NCA by the Metropolitan Police 
Service was discussed in detail. Despite the House 
of Commons report74 speaking of the possibility 
to transfer the national counter-terrorism 
responsibilities to NCA for possible structural 
advantages to both Metropolitan Police and NCA, 
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the proposed transfer was not welcomed by the 
Parliament nor by the Metropolitan Police. As of 
2019, the NCA’s remit does not cover counter-
terrorism. 

1.6. Office for 
Security and 
Counter-
Terrorism (OSCT)
The Office for Security and Counter-Terrorism 
(OSCT) is a HO unit responsible for leading the 
national counter-terrorism effort, and closely 
works with police and intelligence services. Inside 
the OSCT, the Joint Security and Resilience 
Centre (JSaRC) was established in order to 
provide joint responses to national security 
threats, to deliver the right solutions for both 
public and private entities and to support the 
growth of the security sector.75 
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The Ministry of Defence was created in 1964 and, similar to the US example, was formed from distinct 
military departments. After World War II, the Admiralty, the Air Ministry, the Ministry of Aviation, the 
War Office and an earlier form of the Ministry of Defence had collectively conducted duties until their 
merger, as the current MOD. Since then, the UK Military Forces and their functions are administrated 
from Ministry of Defence, the head of which is a Cabinet post.   

2.
Ministry Of 
Defence 
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While the Ministry of Defence is primarily 
responsible for the protection of the country 
against foreign threats, the collapse of the Soviet 
bloc and the end of the cold war, brought about 
a change in the position of the MOD in relation 
to threats at the national level.  In January 2019, 
the MOD updated the ‘Single Department 
Plan,76underlining that international terrorism is 
one the Departments top priorities.  The Plan sets 
out a number of objectives, including the need to 
build closer relationships with civil authorities 
and intelligence agencies in order to improve 
resilience against state and non-state threats, 
especially relating to terrorism.

To address the growing level of threat from 
terrorism and in order to mitigate the increasing 
demands on policing, in 2015 the UK government 
established a security plan known as ‘Operation 

Temperer.  Under normal circumstances, the 
UK military cannot be used on the streets 
of Britain.  However, under the terms of 
the Operation, and on request of the police 
with the authorisation of Defence Secretary, 
soldiers can be deployed, temporarily, under 
police command to replace armed police 
officers guarding various infrastructure sites 
across the country.  This allows the freeing up 
of valuable police resources.  Soldiers cannot 
patrol the streets under this initiative.  The 
first deployment of troops under this operation 
was seen in the wake of the Manchester Arena 
bombing in May 2017 and lasted for only 5 
days.77

The Ministry of Defence also has its own 
intelligence organisation, namely the Defence 
Intelligence.
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2.1. Her Majesty’s 
TREASURY
Her Majesty’s Treasury, sometimes referred 
to as the Exchequer, or more informally the 
Treasury, is the British government’s economic 
and finance ministry, maintaining control over 
public spending, setting the direction of the UK’s 
economic policy and working to achieve strong 
and sustainable economic growth78.  The Treasury 
is also the UK government’s competent agency 
in relation to freezing terrorists’ assets. The 
Economic Secretary is the departmental minister 
who has the main responsible for financial 
sanctions including asset freezing related to crime 
and terrorism. The Treasury is bound by national 
and international legislation when using asset 
freezing sanctions, namely the Terrorist Asset-

Freezing Act of 2010 (TAFA), European Union’s 
Regulation 2580/2001, Regulation 881/2002 and 
Regulation 2016/1686.  Asset freezing activity 
is performed through the Office of Financial 
Sanctions Implementation (OFSI). The TAFA 
obliges the Treasury to report to the Parliament on 
terrorist asset freezing each quarter.
In December 2018 the Financial Action Task 
Force (FATF) published an evaluation of  
measures in the UK to combat money laundering 
and terrorist financing where is was stated “The 
UK has been highly effective in investigating, 
prosecuting and convicting a range of terrorist 
financing activity and has taken a leading role in 
designating terrorists at the UN and EU level.”79
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Traditional policing duties are entrusted to territorial police, responsible for specific areas within each 
of the different legal systems in the UK: England and Wales; Northern Ireland and Scotland, there are 
also nationwide law enforcement agencies that complement the work of the territorial police, or local 
constabularies80.  Currently, there are 45 constabularies in the UK; Northern Ireland and Scotland have 
unified police forces in their respective countries and there are 43 police territories in England and 
Wales.  Each legal system in the UK has different policing structures; England and Wales policing is 
organised according to the Police Act of 1996; Northern Ireland has its own Police Act of 2000 and 
Scotland has the 1967 Police Act. In November 2012 the government introduced Police and Crime 
Commissioners (PCC) in England and Wales and they are tasked with ensuring the effective and 
efficient service of police within their respective policing area or territory. PCC are elected to office 
every 4 years. In Scotland and Northern Ireland, policing is the responsibility of, respectively the 
Scottish Police Authority and Northern Ireland Minister of Justice. 

3.
Law Enforcement 
In The Uk
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3.1. Metropolitan 
Police Service 
(MPS)
The Metropolitan Police Service (MPS), has a 
specific role in UK policing compared to that of 
other territorial police forces.  The MPS has a duel 
role; a territorial role for the Great London Area 
(GLA) and a national role for a number of security 
issues, particularly relating to counter-terrorism.
In 2006, the MPS Anti-Terrorist Branch (SO12) 
and the MPS Special Branch (SO12) were 
merged to create a new unit with the Special 
Operations directorate SO15 and is known as the 
Counter Terrorism Command (CTC).  The CTC 
is partly responsible for the policing response to 
terrorism not only in the GLA, but in the country 
as a whole.  Personnel and structural details of 
the CTC are not shared with the general public. 
Although some responsibility for the national 
terrorism policing lies with the MPS, any police 
officer in the UK, regardless of where they serve, 
may arrest or stop and search terrorism suspects 
under the Terrorism Act of 2000.81

3.2. Coordination 
Between Law 
Enforcement 
Agencies
The National Police Chief’s Council (NPCC) 
is a national coordination organisation for law 
enforcement in the UK and was formed in 2015 
to replace the Association of Chief Police Officers 
(ACPO).  The NPCC brings police forces in 
the UK together to help policing coordinate 
operations, reform, improve and provide value for 
money82  One of the key functions of the NPCC is 
the command of counter-terrorism operations and 
delivery of counter-terrorism policing through the 
national network.83 

•	 The Chief Constables’ Council  
Senior operational decision-making body 
within the NPCC.84 

•	 The Counter Terrorism Coordination 
Committee  
One of the eleven coordination committees 
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under the roof of the NPCC which 
facilitate and increase efficiency of 
combatting terrorism and other crimes.85

•	 The National Counter Terrorism 
Security Office (NaCTSO)  
An NPCC police unit which works 
with the Home Office and advises the 
government on national counter terrorism 
strategies, particularly on “protect and 
prepare” phases of the CONTEST.86  
An essential responsibility of NaCTSO is 
to advise the government on the protection 
of crowded places, hazardous sites and 
dangerous substances and critical national 
infrastructure. For the latter, they work 
with the Centre for Protection of National 
Infrastructure (CPNI).87 Moreover, 
the NaCTSO has a National Counter 
Terrorism Security Advisors (CTSA’s) 
network.  

•	 The National Counter Terrorism 
Policing Network (NCTPN)  
Secures the effective collaboration 
of police forces through the UK and 

works alongside MI5 and other partners 
to find information and evidence to 
thwart terrorist planning and help bring 
perpetrators to justice.88 

 
Around the UK there are eleven regional 
counter-terrorism units (CTUs) and 
intelligence units (CTIUs).  These units 
have officers and staff from a range of 
specialist fields such as investigations, 
forensics, digital exploitation, financial 
inquiries, community liaison and 
communications.

 
The National Counter Terrorism Policing 
Headquarters  (NCTPHQ) sits at the 
centre of the network and devises policy 
and strategy, coordinates national projects 
and programmes, and provides a single 
national Counter Terrorism voice for key 
stakeholders including government and 
intelligence agencies89. 
In this respect, the NCTPN could be 
compared with the US Joint Terrorism 
Task Force.
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The chief elements of the UK Intelligence 
community include the Secret Intelligence Service 
(MI6), MI5, the Government Communications 
Headquarters (GCHQ), Defence Intelligence and 
the Joint Terrorism Analysis Centre (JTAC).   

4.1. The Security 
Service (MI5)
The Security Service (MI5) is the principal 
domestic intelligence and security agency in the 

United Kingdom, and although the organisation 
is not part of the Home Office structures, it does 
operate under the HO’s authority.90 
The role and mandate of MI5 is defined in the 
1989 Security Service Act, protecting the UK 
and its interests, countering terrorism, espionage, 
cyber-crimes and mass destruction weapons are 
priorities for MI5.91 

After the fall of the Soviet bloc and then ending 
of the so-called ‘Cold War’, which was the 
main focus of MI5 at that time, the organisation 

4.
Uk Intelligence 
Community  
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became the prime body with responsibility for 
UK counter terrorism efforts, taking over from the 
police special branch. There are now around 4000 
staff employed at MI5 covering, for example, 
areas such as investigation, translation and 
data analysis, on issues relating to international 
counter-terrorism, Northern-Ireland Counter-
Terrorism, Cyber Counter-Espionage and Counter-
Proliferation. Units addressing these issues 
are formed under a deputy director general.92 
Currently, International Terrorism constitutes the 
bulk of the MI5’s workload.93 
MI5 staff have no executive judicial powers (they 
cannot arrest suspects for example) but officers 
are responsible for coordinating investigations 
on counter terrorism, working closely with local 
police officers, through the regional counter-
terrorism units (CTUs) and intelligence units 
(CTIUs) – discussed above.

In 2003, the Joint Terrorism Analysis Centre 
(JTAC) was formed to respond to the necessity 

for complete analysis of all intelligence related 
to international terrorism. The unit reports 
directly to the Director General of MI5 and has 
representatives from 16 departments and agencies, 
(including ministries, the military and the police) 
and is now an essential part of the national 
intelligence machinery.94  At the international 
level, MI5 is a member of several inter-agency 
coordination and cooperation forums such as the 
Club de Berne’s Counter Terrorism Group for the 
28 members of the European Union along with 
Switzerland and Norway.95

The UK national threat assessment system has 
5 levels (low, moderate, substantial, severe, 
critical)96 and could be compared to the US DHS 
threat assessment system, discussed previously 
as an advisory system.  Work of the component 
agencies is overseen and directed by the Joint 
Intelligence Committee in which the Government 
and National Security Advisor plays a critical 
role.97
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4.2. The Secret 
Intelligence 
Service (MI6)
The Secret Intelligence Service (MI6) is the UK’s 
primary intelligence agency tasked with foreign 
intelligence gathering, countering international 
terrorism and espionage. Similar to its US 
counterpart CIA, MI6 relies on the collection 
and assessment of Human Source Intelligence 
(HUMINT). While MI5, answers to the Home 
Secretary, MI6 is accountable to the Foreign 
Secretary. 

Countering international terrorism and combating 
weapons proliferation and cyber security are 
currently the three top priorities of the MI6.98 
Naturally, MI6 works very closely with MI5 and 
other national intelligence agencies in the pursuit 
of its primary missions. 

4.3. Government 
Communications 
Headquarters 
(GCHQ)
The Government Communications Headquarters 
(GCHQ) is an intelligence agency that collects 
data, through (for example) signals intelligence 
(SIGINT) and provides secure information 
assurance to the Government and other senior 
officials in the UK.  GCHQ also assists UK 
intelligence services and law enforcement forces 
with digital data, online and offline, through 
expertise in information technologies.  As such, 
crimes (including terrorism) that exploit cyber-
space are among the organisation’s priorities. 
In close relationship with MI5, MI6 and other 
national agencies the GCHQ is an important 
component of the National Intelligence 
Machinery. Besides, as a natural corollary of its 
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tasks, the GCHQ also works with international 
partners and created partnerships with academia 
to tackle ever-changing cyber security challenges. 
Similar to MI6, GCHQ is responsible to the 
Foreign Secretary despite, itself, not being placed 
within the organisation structure of the Foreign 
and Commonwealth Office. 

4.4. Defence 
Intelligence (DI)
The Defence Intelligence (DI) is the military 
branch of the National Intelligence Machinery 
and it is part of the Ministry of Defence’s 
organisational structure. DI is initially and 
primarily responsible from gathering and analysis 
of military intelligence. However, in line with 
the changes in the international threats and the 
increasing impact of the international terrorism, 
counter-terrorism has become part of the DI’s 
mission. 

4.5. Joint 
Intelligence 
Organisation (JIO)
The Joint Intelligence Organisation (JIO) is 
an intelligence agency responsible mainly for 
intelligence assessment within the UK intelligence 
community. The JIO assists the Joint Intelligence 
Community and National Security Council by 
providing analytical assessment of given situation 
according to the circumstances.99
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As a federal democratic Republic, Germany consists of sixteen constituent States. (or Länder) and has 
a federal constitution where some powers and jurisdiction of government are devolved to the individual 
States, including administration of justice and law enforcement. Each constituent State in Germany 
has its own territorial legislative power, executive organs, law enforcement and intelligence units and 
justice administration. 

The Republic, in its first iteration, was implemented in 1949 following World War II and sought to 
decentralise power through a process of political renewal at the local level making people responsible 
for their own communities.100  Initially only those functions which could not be performed regionally 
(i.e. central economic planning or managing the transport infrastructure) were retained at the (British) 
zonal level.  These measures were put in place in order to prevent the re-emergence of an authoritarian 
regime similar to that of the Nazi party. 

III.
THE COUNTER-TERRORISM 
STRUCTURE OF
GERMANY



Reviewing Turkish Administrative Structure Regarding Terrorism and FTFs: 

A Comparative Analysis

46

Since those early stages, the democratic process 
has evolved as has the make-up of the regional 
States, but the delegation of powers between the 
Federal and State institutions are, today, taken 
very seriously and remains one of the delicate 
subjects within the politics of Germany.

The federal government of Germany is led by the 
Chancellor, the chief executive leader in German 
political system, similar to the prime minister of 
other countries. The Chancellor’s Cabinet or the 
Cabinet of Germany is the top federal executive 
body of Germany. The Government is composed 
of the Chancellor and Cabinet Ministers. The 
federal government led by the Chancellor is 
the highest responsible executive authority on 
national security matters, particularly in counter 
terrorism. Be that as it may, the strict federalism in 
German State structure does not allow the federal 
government to act freely in security matters 
without having jurisdictional difficulties between 
conflicting national interests such as security and 
individual liberties. 
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The Federal Ministry of the Interior, Building 
and Community (BMI) is a cabinet-level ministry 
within the federal government responsible for 
the internal security of Germany and could be 
compared with the British Home Office and 
US Department of Homeland Security and 
Department of Justice. In order to ensure German 
domestic security and to fulfil its tasks, the BMI 
controls the two most prominent federal law 
enforcement agencies, the Federal Police (BPOL) 
and the Federal Criminal Police Office (BKA) 
along with the federal domestic intelligence 
agency, the Federal Office for the Protection of the 
Constitution (BfV). 

The BMI works in a departmental structure and 
includes:

•	 Department P 
Responsible for the Police, in general and 
sub-divided into 2 branches, namely law 
enforcement and counter-terrorism.  The BKA 
is also managed from within this department
•	 Department B  
Responsible for the supervision and 
management of BPOL
•	 Department IS 
Tasked with internal security and countering 
extremism.  The BfV is supervised by this 
department

1.
Ministry of the Interior, 
Building and Community 

(BMI)
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1.1. Effects of 
September 11
Germany suffered the effects of terrorism long 
before the events of 9/11 and has, since the 1960’s 
regularly restructured the administrative counter-
terrorism structures to address developing threats 
and challenges from domestic terrorism, through 
such groups as the far-left Red Army Faction 
(RAF), and from groups linked to far-right 
extremism.  However, since the 1990’s Germany 
has also faced the need to counter threats from 
international terrorism and the 9/11 attacks have 
had a substantial impact on Germany approach to 
counter-terrorism.101

Shortly after the attacks on the World Trade 
Centre in New York, two significant security 
reforms were implemented by Germany, the first 
of which sought to restrict liberal rights and 

added new criminal offences to existing terrorism 
legislation. The second reform focused more on 
structural issues such as facilitating cooperation 
and communication between intelligence and law 
enforcement agencies at the Federal and State 
level.102

For instance, the powers of intelligence agencies, 
such as the Federal Intelligence Agency and 
the Military Counter Intelligence Agency were 
strengthened and expanded and in order to bolster 
the German counter-terrorism efforts, more 
competences and powers were added.  Also, the 
former bureaucratic processes to access and share 
personal data were relaxed while formalities 
concerning asylum and migrations were tightened. 
103
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Traditionally, the German political system entrusts policing duties to the constituent States
 in and constitutionally the constituent States has the priority in law enforcement within their 
jurisdictional territories. Yet, alongside the State law enforcement forces, the federal government has 
federal law enforcement organs too. Nonetheless, federal law enforcement forces’ powers are rather 
limited compared to that of States. While the law enforcement organisational structure in constituent 
States are quite assimilated, the heterogeneity in organisation structures remains as a corollary of 
differences in size, population and tradition between States.  In short, the law enforcement in Germany 
could be classified at two fundamental levels such as federal, and State. Yet a third level, municipal, 
could also be added according to the internal organisation scheme of some constituent States. 

2.
Law
Enforcement
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2.1. Federal Law 
Enforcement 
Forces 
2.1.1. Federal Police (BPOL) 
The Federal Police (BPOL) is the principal 
unified police force working at the national level.  
Initially, in 1951 it was created as Federal Border 
Guard within the Federal Ministry of Interior 
with limited powers. However, in 2005 in line 
with the legal and structural reforms after the 
9/11 attacks, the organisation’s name changed, 
and its remit expanded. However, this transition 
and transfer of powers did attract some criticism, 
as, constitutionally, law enforcement is one 
of those functions devolved to the individual 
States.  However, today,  BPOL is the main 
multifunctional federal police force in Germany, 
responsible for border, airport and railway 
security, coast guard missions, protecting federal 
buildings and counter terrorism.104  For the latter, 
BPOL has a special unit; the Border Protection 
Group 9 (GSG9), which is the tactical unit of the 
BPOL and was formed following the terrorist 
attacks during the 1972 Summer Olympic Games 
in Munich. Since then, GSG9 acts as the elite 

police unit for response to terrorist attacks. Also, 
in response to the increasing terror threat in 
general and specifically after the terrorist attacks 
in Paris, the Federal Police Antiterror Units 
(BFE+) were formed in 2015.105

As a member of the Schengen group within 
the European Union (EU), Germany relies on 
neighbour states in terms of the security of the 
EU borders.  However, BPOL continues to protect 
Germany’s borders seeking to prevent the entry of 
illegal immigrants who have evaded EU external 
border controls.

2.1.2. Federal Criminal Police Office (BKA)
The Federal Criminal Police Office (BKA) is a 
federal level police agency tasked with criminal 
investigations. While the law enforcement 
missions are strictly assigned to the State police, 
there are however federal level police forces with 
limited missions and powers such as the BKA. 
The BKA was created in 1951 and placed within 
the Federal Ministry of Interior. Its primary 
duties cover investigating federal level crimes 
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such as organised crimes, national security 
threats and, particularly, terrorism. Also, due to 
the strictly limited powers and scope of its task, 
the BKA endeavours to ensure coordination and 
cooperation between Federal and State level law 
enforcement forces.106

2.2. State Law 
Enforcement 
Forces
Constitutionally, individual States are the 
principal bearers of law enforcement duties and 
powers in Germany. This is owing to the historical 
development of German State traditions since the 
German Confederation discussed above. 
While the German Basic Law guarantees that 
each constituent State has right to organise its 
own law enforcement structure freely,107 however, 
the general structure of law enforcement draws a 
quite similar picture across all of the individual 
States. In some cases, however, the differences in 
size of the land, population, tradition and other 
factors has led to the creation of diverse structural 
organisations at either a State or local level, such 
as municipal law enforcement forces.  

2.2.1. State Police Forces 
Each State Police Force is managed and 
supervised by the respective State Ministers of 
Interior, constituent States can determine the 
competences, duties and organisation of its police 
forces with local laws.  Nonetheless, the general 
structures are more or less the same and especially 
over the past two decades, during which time the 
standardisation and highest level of coordination 
of and between State Police Forces has been the 
main trend due to the growing terrorism threats 
which can never be combatted by one State Police 
Force alone.

Similar to the BPOL’s GSG9 at the Federal level, 
the State Police Forces have Special Operational 
Units (SEK), which operate at the State level and 
are tactical units specialised in counter-terrorism. 

2.2.2. State Criminal Office (LKA)
Similar to the State Police Forces, the State 
Criminal Police Office (LKA) is a State level 
independent law enforcement agency directly 
subordinate to the Land Ministry of Interior 
in constituent States. Investigation of criminal 
offences, including domestic and international 
terrorism is the principal duty of the LKAs. It is 
the State level counterpart of the Federal BKA. 
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3.1. Federal 
Intelligence 
Service (BND)
The Federal Intelligence Service (BND) is 
Germany’s principal foreign intelligence agency. 
Founded in the Cold War atmosphere in 1956, the 
BND is structurally directly subordinated to the 
Chancellor’s Office. While the initial mission of 
the BND was to collect intelligence on the Eastern  
Bloc, with the 1972 Munich Olympic Bombings 
the BND increased its focus towards counter 
terrorism and early warning capabilities. 
Today, BND is responsible for monitoring, 
assessing and surveilling security threats such 
as terrorism and extremism outside Germany. 

BND’s duty is to conduct investigations through 
mainly wiretapping, electronic surveillance, signal 
intelligence and HUMINT and can be compared 
to MI6 in the UK and the CIA in the USA.  

3.2. Military 
Counter 
Intelligence 
Service (MAD)

Established in the same year as the BND, the 
Military Counterintelligence Service (MAD) 
is the second intelligence agency in Germany 
operating at the Federal level. In contrast to the 
BND, MAD’s essential responsibility is to collect 

3.
Intelligence 



Intelligence 53

and assess military counterintelligence and it is 
subordinate to the Federal Ministry of Defence. 
In response to the evolution of the threat, the 
MAD now conducts its activities outside of the 
initial remit. For instance, recently the MAD 
has been investigating German Armed Forces 
Personnel suspected to be either radical religious 
extremists or racist-extremists.108 A number of 
personnel were subsequently dismissed or fined.109 
Steps are now being taken to prevent extremists 
exploiting German Armed Forces and using the 
army as a training camp for future terror attacks.110 
In order to detect and hinder unconstitutional 
activities within German Armed Forces, the MAD 
works closely with the Federal Office for the 
Protection of the Constitution.

3.3. Federal Office 
for the Protection 
of the Constitution 
(BfV)
The Federal Office for the Protection of the 
Constitution (BfV) is Germany’s domestic 
security and intelligence agency at the 
Federal level. The BfV works closely with 

their counterparts in the regional States, the 
LfVs, (State level office for the protection 
of constitution) in order to gather domestic 
intelligence on threats to democracy, peaceful 
co-existence and security of the Federation.111 At 
the international level, BfV works in coordination 
with foreign agencies in forums such as the 
Counter Terrorism Group of the Club de Berne.112

The Federal Ministry of Interior (BMI) has 
administrative and technical supervision power 
on the BfV, while the Federal Commissioner for 
Data Protection and Freedom of Information 
monitors BfV’s compliance with pertinent service 
regulations.  The Federal Parliament exercises 
political supervision. 
Among the tasks of the BfV, combatting terrorism 
and extremism is most significant. Within the 
organisational structure of the BfV three of the 
eleven specialist departments are allocated to 
countering terrorism and extremism:

• Department 2
Responsible for right-wing extremism/
terrorism
• Department 5 
With a focus on extremism of foreigners and 
left-wing extremism/terrorism, and 
• Department 6 
Specialises in Islamist extremism and 
terrorism.113 
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Recognising that the threat from International 
terrorism cannot solely be tackled by law 
enforcement and intelligence efforts, Germany has 
been seriously working on countering the sources 
of homegrown and international terrorism, i.e., 
extremism and radicalisation. For that purpose, 
along with new legislations and administrative 
bodies, Germany has attempted to create solid 
partnership with non-governmental organisations 
for preventing extremism: 

•  In 2009, with the purpose of combating 
terrorism using every possible means 
and competent body, a working group on 
deradicalization within the German Joint Counter-
terrorism Centre (GTAZ) was established.114  
•    Within the German Federal Agency for 

Migration, an advice centre on radicalisation has 
been established in order to help the families and 
relatives of radicalised persons or persons at risk 
of being radicalised.115

•    Another counselling program for 
deradicalization, Hayat has been active since 
2011 and is funded by the Federal Government 
to engage with radicalised people to help them 
deradicalize and disengage.116 
•    Also, the Turkish Community in Germany 
launched the Emel project in the beginning of 
2019 to provide online counselling for parents 
whose children could be at risk of religious 
radicalisation.117 
The German federal program against the violent 
extremism now has a 100 million euros yearly 
budget.118 

4.
Countering 
Extremism And 
Radicalisation
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Germany’s decentralised national law enforcement 
and intelligence structure is not exempt from 
problems While the historical reasons for the 
Federated structures are understandable, those 
structures do hinder unification of the national 
counter terrorism efforts.  As such, the strict 
separation of law enforcement and intelligence 
communities at Federal and State levels does 
attract some criticism.  One example of which 
relates to the Christmas market attack in Berlin 
in 2016 where it was revealed that the perpetrator 
had allegedly avoided German authorities on a 
number of occasions, despite reported warnings 
on the suspect from a foreign intelligence 
service.119  

Following these attacks, the former Federal 

Minister of Interior, proposed fundamental 
reforms to national security efforts, including the 
unification of national security forces to overcome 
coordination and cooperation difficulties and 
suggesting consideration be given to establishing 
a German version of the US Department of 
Homeland Security.120 

However, this approach to the centralisation of 
domestic intelligence and security received severe 
criticism, not only from all sides of the political 
spectrum at the Federal government level, but also 
from the constituent States.  It is clear that the 
principals of the strict separation of powers on the 
Federal and State levels remains one of the core 
values of the German political system, underlining 
conflicting interests between the concern for 

5.
Counter-Terrorism 
Coordination And 
Cooperation 
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democratic values versus the need for enhanced 
security requirements within German counter-
terrorism structures.  Not all commentators agree 
that a unified security system is the answer to the 
problem; in 2017, the chairman of the German 
Civil Service Federation was of the view that 
the main question was not about organisational 
structure but about the breaking down barriers on 
communication and cooperation between existing 
agencies.121 

It should, however, be noted that German national 
security and intelligence is not completely 
lacking cooperation and coordination in terms of 
counter-terrorism as there have been a number 
of initiatives post 9/11 to facilitate inter-agency 
communication and cooperation:

• The Joint Centre for Counter (GTAZ) was 
established in 2004 as a platform to improve 
communication and cooperation between forty 
law enforcement and intelligence agencies 
fighting against Islamist related or inspired 
terrorism at federal and state levels. GTAZ 
is not an agency or organisation but merely a 
facilitating platform for its members hence it 
does not have a director nor strict legislation 
regulating its structure.122 Members of GTAZ 

are equal partners, the most prominent of 
which are: BPOL, BKA, LKA, BfV, LfV, 
BND, MAD.   The concept of GTAZ was to 
create a platform for security organisations 
to easily communicate on an equal basis on 
current threats from terrorism, with as little 
bureaucracy as possible.  Within GTAZ 
there are 2 main pillars, one for intelligence 
agencies and one for the police forces which 
are respectively the Intelligence Information 
and Analysis Unit (NIAS) and the Police 
Information and Analysis Unit (PIAS).  There 
are also several thematic working groups 
within the Centre. 123

Although a successful initiative, the GTAZ 
remains a controversial approach owing to 
the strict distinction between law enforcement 
and intelligence agencies.

• Using the GTAZ framework as an example, 
in 2007 the Joint Internet Centre (GIZ) was 
founded in order to monitor and counter 
terrorist related propaganda on the Internet.  
Members of the GIZ represent the BfV, 
BPOL, BND, MAD and the Federal Public 
Prosecutor General.124   

• In 2012, the Joint Centre for Counter-
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Extremism and Terrorism (GETZ) was 
established to secure the “co-operation 
between the police and the community of 
the German domestic intelligence services, 
between the Federation and the federal 
states in the fields of right-wing extremism/
terrorism, left-wing extremism/terrorism, 
extremism of foreigners, counter-espionage 
and proliferation is organised under one 
roof.”125  Members organisations of GETZ are 
basically the same as those within GTAZ (see 
above)

Other recent initiatives include the Centre for 
Information Technology of Security Authorities 
(ZITiS), which was formed in 2017 within the 
Federal Ministry of the Interior (BMI) and is 
a dedicated research and development unit 
dealing with all cyber issues and providing 
security authorities with support.126 In the same 
year, a new law, the Network Enforcement Law 
(NEtzDG) was enacted, which  obliges social 
media companies, such as Facebook and Twitter, 
to cooperate with governmental agencies fighting 
against terrorist propaganda online.  Content such 
as threats of violence and slander must be deleted 
within 24 hours of a complaint being received, 
or within seven days for more legally complex 
cases.127
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France is governed by a semi-presidential system 
with two heads of the executive, namely, the 
President of the Republic and the Prime Minister. 
The Prime Minister is appointed by the President 
and serves as the head of Government. The Prime 
Minister is responsible for national security and 
defence with the civil service, governmental 
organs and, most notably, the armed forces at his/
her Government’s disposal,

Under the Prime Minister’s Office, the Secretariat-
General for National Defence and Security 
(SGDSN) works as an inter-ministerial organ and 
holds the secretariat of the National Defence and 

Security Council (CDSN). CDSN is a narrow 
ministerial council where the matters related 
to national security are discussed and national 
policy on security and defence are fixed within 
a close circle of ministers. While the CDSN’s 
organisational roots date back to 1900s, the 
Council worked under the name of Interior 
Security Council between 1986 and 2009. With 
the 9/11 attacks, the role and importance of the 
Council grew. Although, in 2007, there were 
Nicolas Sarkozy proposed to form a new council 
modelled on the US National Security Council, 
this did not, in the end, happen and since 2009, 
the Council is known under its current name. 

IV.
COUNTER-TERRORISM 
STRUCTURE
FRANCE
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Within the government, the Ministry of the 
Armed Forces and Ministry of Interior play 
special roles in national defence and security.  
While the Ministry of the Armed Forces is 
primarily responsible of the protection of France 
against foreign threats, the Ministry of Interior 
is responsible of assuring domestic security 
within national borders. Nonetheless, this strict 
division has been worn thin in the light of rising 
international terrorism. 

Particularly after the 9/11, and more recently the 
terror attacks that hit France in 2015 and 2016, the 
interaction and coordination between the Armed 
Forces and national law enforcement agencies has 
increased. 

Most notably, more than hundred years after 
being abolished, the French National Guard was 
reinstated in 2016 as a response to recent terror 
attacks in France and to assist regular police and 

gendarmerie forces.128.  Placed under the Ministry 
of the Armed Forces but for the internal security, 
the National Guard works closely with the 
national police and gendarmerie. 

More significantly, in 2015 within the framework 
of Operation Sentinelle, more than 10000 military 
troops from various units patrolled cities and 
provinces, charged with enhancing internal 
security against threats from terrorism .129  On 
the other hand, the Special Operations Command 
(COS) of the French Armed Forces has been 
active since its formation in 1992. Following the 
US and UK examples, the French COS has been 
also tasked with counter-terrorism and while 
primarily conducting abroad missions, its units 
could also operate within France. 
Also, the principal foreign and military 
intelligence service of France the Directorate of 
External Security (DGSE) serves as subordinate to 
the Minister of Armed Forces.

1.
Ministry Of 
Armed Forces 
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Traditionally, the Ministry of Interior is the 
main governmental ministry responsible for 
the administration of internal security, as such, 
supervision of police forces, preparation and 
implementation of internal security agenda are 
entrusted to the Minister of Interior. 

For two centuries, France was known as the 
primary example of a unitary State with a 
strong centralised administrative structure.  
However, in 1982, in an effort to improve 
local democracy, the country underwent 
a major decentralisation reform process 

and now the internal administrative bodies 
of France consist of subdivisions known 
as Regions, Departments and Communes.  
French Law delegates competences and 
responsibilities to these autonomous local 
administrations, generally focused on social, 
political and financial services and prohibits 
central government from interfering in local 
governments operations.  Municipal police 
services operate under municipal authorities, 
but national security, law enforcement and 
intelligence services, remain largely at the 
central government’s discretion. 

2.
Ministry Of 
Interior
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Besides the central Government in the capital 
and the central organisations of each ministry, 
there are 101 Prefectures in France, governed by 
Prefects appointed by central government and 
who work under the Ministry of Interior. The 
French Constitution defines the principal role 
and duties of Prefects.130 Notably, the Prefect 
represents the State itself and each member of 
the Government in a local administrative unit and 
also assures the well-functioning of civil services. 
Also, the Prefect is the main civil servant of the 
State, representing the Minster of the Interior, 
charged with protecting the national interests 
and providing security in local level.  Their main 
duties include coordination of law enforcement 
forces, crisis management and addressing 
emergency situations, such as prevention of, and 
responding to, terror attacks. 

The Ministry of Interior’s central administration 
is divided into Directorates and other Sub-Units. 
Those Directorates and Sub-Units are also divided 

into smaller parts such as Divisions or Sub-
Directorates. At the provincial organisation level, 
there are branches or offices of these Directorates 
and Departments. 
The principal Departments of the Ministry of 
Interior are as follows: 

• The General Directorate of Foreigners in 
France, 

• The General Directorate of Local 
Governments, 

• The General Directorate of Civil 
Security and Crisis Management, 

• The Directorate General of Internal 
Security, 

• The General Directorate of the National 
Police, and 

• The General Directorate of the National 
Gendarmerie.131
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Law enforcement in France can be examined 
in two levels, namely local and national. While 
the Police National is responsible for enforcing 
municipal law and for dealing with minor crimes 
at the local level, under the authority of Mayors, 
the National Police and National Gendarmerie are 
the two main law enforcement forces that operate 

at a national level, and they carry out the bulk of 
law enforcement activity. Alongside this, Paris 
has always had a dedicated police organisation; 
the Paris Police Prefecture, which is directly 
subordinated to the Ministry of Interior and 
responsible for law enforcement and emergency 
services in Paris and surrounding areas. 

3.

Law 
Enforcement 
In France 
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3.1.  National Police 
(NP)
The National Police is governed by a Director-
General and works under the Ministry of 
the Interior.  It is the principal civilian law 
enforcement force in France and operates mainly 
in large cities and large urban areas.  Along with 
assuring public order via administrative police 
activities, the NP fulfils a judicial police role, 
such as investigation of crimes, under judicial 
authorities.  As such, while the Ministry of 
Interior can supervise police forces conducting 
administrative duties, it cannot intervene in 
criminal investigations since the latter are 
conducted under the authority of the Judiciary. 

The central organisation of the National Police is 
divided into directorates and specialised units the 
main ones of which include: 132

• Directorate of Resources and Skills of 
the National Police (DRCPN) 

• General Inspectorate of the National 
Police (IGPN)  

• Central Directorate of the Judicial 
Police (DCPJ) 

• Central Directorate of Public Security 
(DCSP), 

• Central Directorate of Border Police 
(DCPAF)

• Central management of Republican 
security companies (DCCRS),

• National Recruitment and Training 
Directorate of the National Police 
(DCRFPN), 

• Directorate of International 
Cooperation: (DCI)

• Protection Service (SDLP), 
• Central service of the technical and 

scientific police: (SCPTS) 

Within the DCPJ, the Counter-terrorism Sub-
directorate (SDAT) is a specialized sub-division 
which possesses nation-wide jurisdiction in the 
fight against terrorism. 

Beside the above-mentioned specialised 
directorates, there are several police entities 
directly attached to the National Police. Among 
these units, the Search-Assistance-Intervention-
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Deterrence (RAID), the Research and Intervention 
Brigade (BRI), National Police Intervention Force 
(FIPN) and the Coordination Unit of the Fight 
Against Terrorism (UCLAT) play important roles 
in fight against terrorism. In particular UCLAT 
serves as a coordination hub for all counter-
terrorism units in France and has been active 
since 1984 conducting regular data gathering 
and analysis missions. UCLAT works in close 
coordination with national intelligence agencies 
such as DGSI, DPSD, DGSE and its Gendarmerie 
counterpart BLAT.  

3.2. National 
Gendarmerie 
While the National Police is responsible for 
security within large cities and urban areas, the 
Gendarmerie covers suburban and rural zones. 
In this respect, half of the population and more 
than 90% of the mainland France are within the 
jurisdiction of the Gendarmerie. 

Historically, being a military force, the 
National Gendarmerie has been an integral 
part of the French Armed Forces but for civil 

law enforcement activity it was placed at the 
disposal of the Ministry of Interior.  In 2009, 
this arrangement was formalised, when the 
Gendarmerie moved under the authority of the 
Ministry of Interior from the -then- Ministry 
of Defence. Thus, the bulk of the national law 
enforcement forces in France were assembled 
under one roof.

The principal duties of the Gendarmerie are not 
very different from that of the Police. In particular 
administrative and judicial policing missions can 
be deemed identical. Nevertheless, the National 
Gendarmerie’s bond with the Minister of Armed 
Forces remains intact and the organisation carries 
out additional military duties that fall outside of 
traditional law enforcement activities. 

The difference between the Police and 
Gendarmerie manifest itself in the distribution of 
jurisdiction zones. For its military character the 
Gendarmerie provides security of suburban areas 
while its civil counterpart, the Police, fulfils the 
same mission in cities. Having said that, in the 
event of a terrorist threat, both law enforcement 
agencies can and should intervene without taking 
the jurisdictional limits into consideration.133 
In line with most military organisations, 
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the Gendarmerie is a highly centralised 
and hierarchical organisation. Moreover, 
several specialised units within the National 
Gendarmerie’s organisational structure conduct 
a wide range of security and law enforcement 
missions. For example, the Maritime Gendarmerie 
performs coast guard duties while the Air 
Transport Gendarmerie carries out airport security 
and judicial investigative missions regarding 
aviation.
 
In the fight against terrorism, the Gendarmerie 
contributes to the national counter-terrorism 
effort with its specialised elite tactical units such 
as the National Gendarmerie Intervention Group 
(GIGN) which was created in 1974, following the 
Munich Summer Olympics attacks, as an agency 
to respond to terror attacks and hostage situations. 
In the wake of the ‘Charlie Hebdo Attack’ in 
2015, the GIGN began to conduct counterterror 
operations with its police counterparts such 
as the FIPN, the RAID and the BRI.  Similar 
coordinated operations have been conducted with 
the COS of the Armed Forces.
 
As well as these the elite tactical units, there 
is also the Counter-terrorism Combat Bureau 
(BLAT) and Sub-directorate of Operational 

Anticipation (SDAO), and these 2 entities 
constitute the intelligence branches of the 
National Gendarmerie. In particular, the BLAT 
has been serving as the specialised counter-
terrorism operation unit of the Gendarmerie with 
a role that corresponds to that of UCLAT of the 
National Police.
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4.1.  General 
Directorate for 
External Security 
(DGSE)
The General Directorate for External Security 
(DGSE) is the principal foreign intelligence 
service in France. Conducting its operations under 
the Ministry of Armed Forces, the DGSE is tasked 
with providing foreign intelligence and protecting 
French interests abroad. In this sense, the DGSE 

is comparable to the British MI6 and US’s CIA. 
Similar to its British and American counterparts, 
the DGSE heavily relies on human intelligence 
and technical surveillance in gathering 
intelligence. 

In line with almost all other intelligence agencies, 
the activities and operational structures of 
the DGSE remain secret.  However, it is well 
known, that since the early 2000s, the DGSE’s 
focus shifted towards international terrorism, 
one example of which is that  following the 
9/11 attacks, the Alliance Base, an international 

4.
Intelligence 

Agencies
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counter-terrorism service was founded to carry out 
coordinated counter-terrorism operations with the 
CIA.134 While the Alliance Base dissolved in 2009, 
the coordinated operations between DGSE and 
CIA have been  reinstated after the recent terror 
attacks in 2015 and 2016 in France. Notably the 
detection and neutralization of the perpetrators of 
the Paris and Nice Attacks in Syria conducted by 
Franco-American coordination.135 

4.2. Directorate 
of Military 
Intelligence (DRM)
Like the DGSE, the Directorate of Military 
Intelligence (DRM) is an intelligence agency 
working under the Ministry of Armed Forces. The 
principal duty of the DRM is to gather foreign 
military intelligence for the French Armed Forces. 
In this respect, the DRM performs the same task 
with its British counterpart Defence Intelligence 
and American Defence Intelligence Agency. 
Currently, the DRM has been operating alongside 
the French Armed Forces in several parts of Africa 
and Syria against DAESH and other terrorist 
organisations.136 

4.3. The 
Directorate of 
Intelligence 
and Security of 
Defence (DRSD)
The third intelligence agency within the Ministry 
of Armed Forces’ is the Directorate of Intelligence 
and Security of Defence (DRSD).  Although 
devoted to counter foreign interference, terrorism 
is listed as being one of the priorities of the 
DRSD.137 

4.4. General 
Directorate of 
Internal Security 
(DGSI) 

The General Directorate of Internal Security 
(DGSI) is the principal intelligence agency 
in France charged with domestic intelligence 
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gathering, counter-terrorism, combatting 
cybercrime and counter-espionage. The DGSI 
was created in 2008 under the name of Central 
Directorate of Interior Intelligence (DCRI) as 
combination of the former Central Directorate 
of General Intelligence (RG) and the Directorate 
of Territorial Surveillance (DST). In its initial 
form, the DCRI was serving under the roof of the 
National Police. In 2014 following the significant 
shift in political power balance in French 
executive and legislative organs, the DGSI gained 
its current name and its nation-wide authority, 
directly subordinated to the Minister of Interior 
instead of the Director General of the National 
Police.

The DGSI fulfils two tasks, one as specialised 
judicial police and the other as intelligence 
agency. As the primary internal intelligence 
agency authorised to operate on a nationwide 
scale, the DGSI performs the spearheading 
mission in fight against terrorism and violent 
extremism within France.138

As well as the DGSE, the Intelligence Processing 
and Action Against the Illegal Transactions 
(TRACFIN) and the National Directorate of 
the Intelligence and Customs Investigations 
(DNRED) contribute to the prevention of 
terrorism via detecting and disrupting sources for 
financing of terrorism. To this end, TRACFIN, 
DNRED, DGSE and DGSI all work in 

coordination with one another. At the international 
level, the DGSI works in coordination with 
foreign agencies such as the Counter Terrorism 
Group of the Club de Berne.139

4.5. National 
Centre for 
Counter-terrorism 
Following the 2017 terrorist attack in Notre 
Dame, The National Centre for Counter-terrorism 
(CNRLT) was found by a presidential decree140 in 
response to the number of terrorist related attacks 
and incidents that had occurred in France since 
2015. The new centre is directly subordinate to the 
President of the Republic and it is governed by the 
Coordinator of the National Centre for Counter-
terrorism. With this new coordination centre, 
France aimed at ensuring improved coordination 
and information sharing between law enforcement 
and intelligence agencies, and at developing 
greater European cooperation in the fight against 
terrorism.141  The French CNRLT seems to 
follow the US example of Director of National 
Intelligence. With the establishment of the 
CNRLT, France too, made it clear that there is a 
need for the highest possible level of coordination 
and cooperation between national intelligence and 
law enforcement forces and international partners 
in combatting terrorism.
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The Kingdom of Belgium is a constitutional 
monarchy governed by Federal Parliamentary 
democracy.  After being governed as a unitary 
state for more than a century, the country has 
undergone several administrative reforms since 
the 1970s that radically changed the country’s 
administrative structure. Eventually, in 1993 
the country transformed into a Federal State 
with a constitutional reform with legislative and 
executive powers shared between three levels 
namely National, Regional and Community. 

The King of Belgium remains as head of State 
and of the executive, but his role is now more 
symbolic.  The Federal Government is led by the 

Prime Minister, who has the main responsibility for 
executive power and is also the highest responsible 
official for national security and defence.  Despite 
these structural reforms, the Federal Government 
remains competent on matters related to national 
defence and security, and in particular is the highest 
regulatory authority in the fight against terrorism.

In 2000, the Federal Government implemented so-
called Copernic Reform. As a result, the Federal 
Ministerial bodies were renamed as Federal Public 
Services. Now, with the exception of the Ministry 
of Defence, former Ministries operate as Federal 
Public Services under a responsible Federal 
Minister. 

V.
COUNTER-TERRORISM 
STRUCTURE
OF BELGIUM
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The Federal Public Service Interior is a federal 
service entrusted mainly with migration, public 
order and internal security in Belgium, and in 
this respect, corresponds to interior ministries of 
other countries. Headed by the Federal Minister 
of Security and Interior, the FPS Interior is 
composed of five principal general directorates:

• Civil Security
• Institutions and Populations
• Office of Foreigners
• Crisis Centre, and 
• Security and Prevention.142 

The Crisis Centre and the Security and Prevention 
General Directorates have roles within in counter-
terrorism structure which will be discussed 
further.

The Crisis Centre is basically responsible for 
risk analysis and for crisis management and 
prevention, where there is a potential threat to 
public security from, for instance, terrorist attacks.  
The importance of role of the Crisis Centre has 
risen exponentially with the escalation of the 
threat from international terrorism.

1.
Federal Public 
Service Interior
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The principal activities of the Centre concentrate 
on threat and risk assessment, protection of 
citizens, protection of institutions and critical 
infrastructure, observing major public events 
and demonstrations and also on reinforcing 
transportation security. 143  The Centre also hosts 
a permanent 24/7 unit that collects, analyses and 
distributes all types of urgent information. 144 

Since the beginning of 2018, the Belgian 
Passenger Information Unit (BelPIU) has been 
operational under the Crisis Centre. The BelPIU 
gathers and processes the data of international 
passengers within the framework of the fight 
against terrorism.145 With the establishment of 
BelPIU, Belgium became one of the first EU 
countries to implement the EU Passenger Name 
Record Directive,146 and the uni is effectively a 
coordination and collaboration point for several 
Federal entities in fight against terrorism such as 
the Federal Police, Intelligence Agencies and the 
Customs Authority. 

The General Directorate of Security and 
Prevention, on the other hand, is tasked with 
the security of the citizens in the broad sense, 
coordinating and supporting law enforcement 
agencies in the fight against terrorism.   The 

Directorate is also responsible for the initiative 
known as the Family Support Project, which 
concentrates on preventing homegrown violent 
extremism through providing the necessary help 
and council to families of vulnerable individuals 
who may be at risk of being radicalised.147



Reviewing Turkish Administrative Structure Regarding Terrorism and FTFs: 

A Comparative Analysis

72

The Ministry of Defence is the only federal 
ministry that retained the title, ‘Ministry’ after 
the Copernic Reform.  In short, the Ministry of 
Defence is responsible for the country’s national 
defence and for the Belgian Armed Forces. The 
Ministry also have authority over the only foreign 
and military intelligence service of Belgium, the 
General Intelligence and Security Service. 

While the Ministry’s and Belgian Armed Forces’ 
primary duty is to focus on foreign threats and 

defence of the country, as a response to the recent 
terror attacks in France and Belgium in 2015 
and 2016, Belgian Armed Forces conducted the 
Operation Vigilant Guardian (OVG), which saw 
military troops deployed in Brussels and other 
sensitive regions to support local and Federal 
police services in countering the ongoing threat.  
Similar to the French equivalent, Operation 
Sentinelle (see above) and implemented for 
the same reasons, at the time of writing, OVG 
remains in force in Belgium.

2.
Ministry 
Of Defence
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At the beginning of the 2000s, the national law 
enforcement structure of Belgium went through 
radical changes. As a response to scandals of 
the 1990s, law enforcement structures were 
fundamentally altered following a Parliamentary 
report.148 The new system saw the municipal 
police, the judicial police and the Gendarmerie 
dissolved giving way to an integrated police 
service structured on two levels, namely the Local 
Police and the Federal Police

3.1. Local Police

Under the new system, the country of Belgium is 
divided into 185 local police zones and in each 
of these zones single local police serves under 
the respective local authority. The Local Police 
is generally charged with regular constabulary 
missions and enforcing local and federal laws 
within its jurisdiction.

3. 
Law Enforcement 
In Belgium
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3.2. Federal Police
The Federal Police is responsible for activities 
that fall beyond the scope of competence of Local 
Police forces with a focus on specialised missions, 
the Federal Police carries out law enforcement 
and security duties and conducts criminal 
investigations in the whole of the country.  For 
these purposes, the General Directorate of 
Administrative Police and the General Directorate 
of Judicial Police serve under the Federal Police. 
Activities relating to prevention and investigation 
of terrorism are conducted under the Judicial 
Police.  

Initially formed in 1974 in response to the 
terrorist attacks at the 1972 Munich Olympic 
Games, the Special Intervention Squadron was 
established under the Belgian Gendarmerie. 
Under the new structures, the Directorate of 
Special Units (CGSU) now plays a significant 
role in coordinating elite tactical police units 
in combatting terrorism.  The CGSU can be 
compared to RAID and GIGN of French law 
enforcement forces.

The Special Investigation Methods Act of 2003 

broadened the authority of the police in employing 
technical surveillance methods, leading to the 
police becoming a key player in Belgian counter-
terrorism efforts.149 Later, in order to ensure 
effective, institutional coordination and to clarify 
responsibilities and jurisdiction, the National 
Security Plan was issued in 2016, emphasising the 
importance of cooperation between Federal and 
Local police150
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4.1. Belgian General 
Information and 
Security Service 
(SGRS)

As a military intelligence service, the Belgian 
General Information Service (SRGS) was 
established in 1915 and remains the principal 

military intelligence service subordinate to the 
Ministry of Defence. Traditionally, the SRGS 
aims to collect and process foreign military 
intelligence, in particular for the purpose of 
counter espionage, but the scope of activities 
has been amended in recent times in response to 
the post-Cold War era and the increased threat 
from international terrorism.  Recent terror 
attacks in Europe have signified a change of 
focus towards the threat stemming from non-
state actors, especially terrorist organisations.  As 

4. 
Intelligence 

Services
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such, the SRGS has become increasingly more 
involved in counter-terrorism and together with 
its civil counter-part, the Belgian State Security 
Service (VSSE), forms the intelligence function 
for counter-terrorism efforts in Belgium. Unlike 
the VSSE, however, the SRGS has broader 
competences and specific capacities in gathering 
and processing intelligence.151  Both the SRGS 
and the VSSE, are subjected to the direction of the 
National Security Council. 

4.2. The State 
Security Service 
(VSSE) 
The State Security Service (VSSE) is the civilian 
intelligence service of Belgium focusing mainly 
on domestic intelligence gathering via HUMINT.  
Serving under the Minister of Justice, the VSSE 
is also part of various international intelligence 
sharing and cooperation platforms. For instance, 
the VSSE participates the Berne Club’s Counter 
Terrorism Group created after the 9/11 attacks 

serves as a virtual forum of intelligence sharing 
on terrorism between European intelligence 
agencies.152 
VSSE’s primary objectives are collecting and 
processing available data related to security 
threats and to inform relevant state bodies. The 
VSSE does not have law enforcement powers 
and therefore its task is limited to intelligence 
gathering and the agency cannot conduct 
operations on its own.   As such, the VSSE plays 
a proactive role in prevention of criminal acts and 
where executive action is required, the agency is 
obliged to report to relevant authorities such as 
the Police or Judicial bodies to initiate necessary 
investigations or operations.  

Even though, in recent times, the VSSE has 
seen some relaxation in terms of restrictions 
on methods and competences as a result of the 
increasing threat from international terrorism, the 
agencies limits remain quite strict when compared 
to some international counterparts.  Considering 
the limit to operational authority, the intelligence 
activities of VSSE could be compared to, for 
instance, Britain’s MI5.
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Since 2015, the VSSE has been one of the key 
members of the Action Plan Radicalism (Plan 
R) which was adopted and implemented by the 
Belgian National Security Council. In the frame of 
Plan R, the VSSE endeavours to proactively detect 
and disrupt radical individuals and groups153

Since 1994, both the VSSE and SRGS have been 
controlled by the Belgian Standing Intelligence 
Agencies Review Committee,154 and the 
agencies’ respective remits and methodologies 
are complimentary and mutually reinforcing, 
all of which aims at ensuring the effectiveness 
and coordination of the Belgian Intelligence 
Community as a whole.

In addition, the Special Intelligence Methods 
Act of 2010 reinforced information gathering 
capacities of intelligence agencies which, prior to 
that, had been seen as limited due to concerns on 
individual rights.

It is open to question whether it is good or bad. 
but after each major terror attack since 9/11, the 
powers and the authorisation for both agencies to 
use exceptional methods have gradually expanded. 
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5.1. National 
Security Council 
(NSC)
On 28 January 2015, the National Security 
Council of Belgium (NSC) was created by a royal 
decree155 to discuss and determine the national 
security policy and plans at the highest possible 
level, a function carried out prior to the decree 
by a ministerial committee on intelligence and 
security.  The NSC now has the authority to 

coordinate counter-terrorism activities as well as 
the fight against financing of terrorism 

The Primary Minister presides the meetings 
and the Deputy Primary Ministers, Minister of 
Justice, Minister of Defence, Minister of Interior 
and Minister of Foreign Affairs are the regular 
members of the NSC. Alongside permanent 
members of the Council, other pertinent senior 
state officials, such as the heads of intelligence 
and law enforcement are also invited to attend 
meetings as and when the need arises. 156

5.
Coordination 
Against Terrorism 
And Radicalisation
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5.1.1. Strategic 
Committee on 
Intelligence and 
Security
The Strategic Committee is responsible for 
controlling the implementation of decisions taken 
by the National Security Council.157

5.1.2. Coordination 
Committee on 
Intelligence and 
Security 
The Coordination Committee is charged with 
submitting coordinated intelligence and security 
policy proposals to the National Security Council 
and is responsible for developing policy proposals 
on coordination of counter-terrorism and 
combating financing of terrorism.158 
This Committee also prepares action plans for 
the policy priorities determined by the NSC, and 
promotes effective collaboration and information 

sharing between security and intelligence services. 
The Committee is composed of the Crisis Centre 
of Interior FPS, OCAM, VSSE, SRGS, Federal 
Police, Foreign Affairs FPS and the Judiciary. 159 

5.2. The 
Coordination 
Unit for Threat 
Assessment 
(OCAM160) 
In response to terrorist attacks in the USA (2001), 
in Spain (2004) and the UK (2005), Belgian 
authorities, in 2006, created an intelligence 
fusion centre: The Coordination Unit for Threat 
Assessment (OCAM),161 which is charged with 
the evaluation of the threat of terrorism and 
extremism. In order to carry out its duties, OCAM 
relies on information from partner organisations 
within Belgium: 

• State Security Service, (VSSE) 
• General Information and Security Service 
(SRGS), 
• Federal and Local Police, 



Reviewing Turkish Administrative Structure Regarding Terrorism and FTFs: 

A Comparative Analysis

80

• The Department of Customs and Excise of 
the FPS Finance, 

• The Department of Federal Immigration of 
the FPS Interior, 

• The FPS Mobility and Transport, and 

• The FPS Foreign Affairs, Foreign Trade 
and Development Cooperation. 

In order to avoid a repetition of difficulties 
encountered by the predecessor of OCAM (the 
Anti-Terrorist Mixed Group) information sharing 
is now an obligation for these institutions under 
the OCAM regime.162 

Once an evaluation has been completed, OCAM 
will determine the level of threat in Belgium, and 
against Belgium.  The threat levels vary on a scale 
of 1 to 4

• Level 1 or LOW: the person, group or 
event being analyzed is not at risk

• Level 2 or MEDIUM: The threat to the 
person, group, or event being analyzed is 
unlikely

• Level 3 or SEVERE: the threat to the 
person, group or event being analyzed is 
possible and likely

• Level 4 or VERY SERIOUS: the threat to 
the person, group or event being analyzed is 
serious and imminent

OCAM operates under the joint direction of the 
Justice and Interior Ministries. The National 
Task Force, which is responsible of directing 
Plan R, is also headed by the OCAM. Within the 
framework of Plan R, Local Task Forces have 
been established to ensure interaction at the local 
level.163 Local and National Task Forces, act as 
platforms for consultation on issues relating to 
foreign terrorist fighters, homegrown terrorism 
and hate preaching. 

5.3. Local Integral 
Security Cells
In addition to the Local Task Forces, Local 
Integral Security Cells are established in some 
cities and municipalities and serve as local 
communal consultation platform for the exchange 
of information between social services and 
prevention services. 164 Currently, there are 236 
local cells around Belgium providing cover for 
347 of the 555 municipalities.165
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5.4. Belgian 
Financial 
Intelligence 
Processing Unit 
(CTIF-CFI) 
The financial Intelligence Processing Unit (CTIF-
CFI) is the principal actor in Belgium in the fight 
against the financing of terrorism. Information is 
gathered from those entities that are obliged to 
provide it, including financial institutions, State 
agencies and certain other trades, for instance, 
dealers in diamonds.166 The CTIF-CFI pools, 
process and forwards the information in order 
to effectively counter money laundering and 
financing of terrorism. 

In this respect, the CTIF-CFI serves as the 
databank of national and international money 
transactions in Belgium.



Reviewing Turkish Administrative Structure Regarding Terrorism and FTFs: 

A Comparative Analysis

82

Historically, Turkey’s administrative structure 
of national security has a significantly military 
picture. The constituent and guardian role of 
the Turkish Military on the modern-day Turkey, 
successive weakness of political powers and the 
continual fight against terrorism have been some 
of the main reasons behind this phenomenon. In 
the last two decades, however, owing to gradually 
strengthening political power and the national 
democratisation goals alongside candidacy  of the 
European Union, the role of the civil authorities 
within the national security structures of Turkey 
has increased. Alongside this change, the impact 
of the changing nature and definition of threats 
and security cannot be ignored. Today, the internal 

and external security threats have changed, and 
are now inseparably intertwined.167 As a result 
of these changes, as well as the developments 
in security threats, particularly relating to 
international terrorism, Turkey has been enacting 
new laws and reframing its administrative security 
structure to adapt itself to these new threats. 

The National Security Council (NSC), the 
Council of Ministers, under its new name, the 
Presidential Cabinet and the Ministry of Interior 
have been the main pillars in determining 
the policy on the national security.  Since the 
establishment of Supreme National Defence 
Assembly in 1933 and with various modifications 

VI.
COUNTER-TERRORISM 
STRUCTURE
OF TURKEY
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throughout its foundation, the NSC has become 
“the supreme coordination board of the State 
in the field of security and defence policy.”168 
The NSC consists of the President of the 
Republic of Turkey and pertinent ministers 
of the Presidential Cabinet along with the 
Chief of General Staff and force commanders. 
They regularly meet once every two months 
to discuss national security. It is the highest 
platform of coordination and decision making 
on national security issues.169 For more than 
forty years, transnational terrorism has been one 
of the top priority issues of the Council. 

The Presidential Cabinet (prior Council of 
Ministers) secures the implementation of the 
National security policy and each ministry fulfils 
its part within its organisation and competence. 
While the Turkish Armed Forces, and thereby the 

Ministry of National Defence, are commissioned 
to defend the country against external security 
threats, the Ministry of Interior is the main 
department entrusted with homeland security, 
including the fight against terrorism and organised 
crime. However, for at least two decades, the fine 
line between external and internal threats, if that 
ever existed, has been getting thinner and thinner. 
Therefore, the national security administrative 
structure on terrorism has become an area where 
there are many overlaps, various clusters of 
competence with the associated coordination 
confusion. To overcome this unwanted situation 
among public authorities and prevent criminals 
to benefit from it, State’s only option has 
been constantly keep an eye on the necessary 
amendment and modifications in parallel with the 
change of transnational crimes, particularly with 
that of international terrorism. 
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As a unitary State, Turkey initially took the 
French administrative model as an example and 
followed the multiple law enforcement system 
for internal security.170 Originally, while the 
Police was responsible for the security of the 
urban zones, the Gendarmerie was assigned 
with the order of the rural areas. Be that as it 
may, the jurisdictional disputes between two 

law enforcement bodies can, and do regularly 
arise. The legal loopholes and grey zones in duty 
and responsibility, cause continuous tension 
between the Police and Gendarmerie.171 In 1982, 
the Coast Guard Command was separated from 
Gendarmerie General Command and became the 
third distinct law enforcement force in Turkey. 
Apart from the Police and the Gendarmerie, the 

1.
Evolution
Of Turkish 
Counter-Terrorism 
Administrative Structure
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Coast Guard secures the Mediterranean, Aegean, 
Marmara and Black Sea coasts and fights against 
organized crimes and international terrorism. 
Although the use of military forces in fight against 
terrorism is an exception in principle, the Turkish 
experience in the fight against PKK in the last 
forty years, has proved otherwise. 

The fact that the Gendarmerie and the Coast 
Guard were initially formed as part of the Turkish 
Armed Forces whilst performing constabulary 
missions under civil authorities, created problems 
of obedience to civil authorities.172 In order to 
mitigate these authority problems , to improve 
commitment to international human rights 
obligations and to provide accountability of the 
law enforcement forces, Turkey has undergone a 
systematic civilianization of its internal security 
structures. Step by step, the role of military has 
decreased and some military institutions such 
as the Gendarmerie and the Coast Guard were 
placed under the Ministry of Interior. First, with 
a legislative amendment in 2015, the supervision 
and inspection of some Gendarmerie and Coast 
Guard units was entrusted to the civil political 
administration, i.e. the Ministry of Interior and, 
at the local level, to the governors and district 
governors.173 Then, the notorious coup attempt of 

July 15th, in 2016 led to many amendments and 
reformation in the State body. The ultimate goal 
of these changes was to render the Military under 
political authority in order to effectively intercept 
any future coup attempts. As a result, for being 
law enforcement forces, the Gendarmerie and the 
Coast Guard removed from the Turkish Military 
Forces and replaced under the Ministry of Interior 
with a legislative decree number 668.174 

The problems of jurisdiction, coordination and 
cooperation between these distinct and different 
law enforcement bodies had been addressed 
before the aforementioned reformation process. 
In 2009, the Prime Ministry’s Office proposed 
to establish a new platform of coordination and 
cooperation among law enforcement forces 
and intelligence services. Accordingly, The 
Under-secretariat of Public Order and Security 
(KDGM) was established by the Law number 
5952 in 2010.175 The main objective of the Under-
secretariat was “to ensure the productivity and 
effectiveness in the field of counter-terrorism.”176 
For this purpose, a The Counter-terrorism 
Coordination Board was established.177 The 
KDGM aimed to develop strategies and secure 
the coordination and cooperation between the 
pertinent State institutions in the field of counter-
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terrorism, to adapt to the over-changing nature of 
contemporary terrorism and provide immediate and 
robust responses to the threats it poses. Obviously, 
it was influenced by the US example of Department 
of Homeland Security (DHS), however, unlike 
the DHS, it was not an independent or separate 
institution nor intended to replace the Ministry 
of Interior’s role in counter-terrorism. Instead 
of a new single administrative overarching 
structure on counter-terrorism, Turkey preferred 
a mere platform of cooperation and coordination 
between State institutions. The aim was to solve 
the existing inter-institutional problems with a 
narrow-scoped patchwork platform.178 It worked as 
a governmental research and development institute 
which aims to solve the lack of cooperation and 

coordination.179 It served under the Ministry of 
Interior, then the Prime Ministry’s Office and again 
under the Ministry of Interior. Despite its objective 
to resolve the intra-governmental confusion of 
jurisdiction and cooperation, the KDGM added 
new complexities. Most of the state officials could 
not place the KDGM within the State hierarchical 
body and thought that the Under-secretariat was 
non-functional.180 The problems of cooperation 
and coordination between law enforcement and 
intelligence could not be dissolved by the KDGM 
which had no authority to give instruction over the 
law enforcement forces. Unfortunately, the Under-
secretariat could not accomplish its objectives and 
in 2018, abolished with the Legislative Decree 
number 703.181
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As a result of the centralized administration, the 
province governors appear as the representatives 
of the State, the government and each minister 
respectively within their jurisdiction zones. 
Particularly, as the highest senior official of 
the provincial organisation they have chief 
responsible for the security in the provinces and 
they command all law enforcement forces, and 
in time of state of emergency, military units as 
well. At the district level, kaymakams or district 
governors perform similar duties. Apart from 

the city mayors, and unlike the US system, 
the governors in Turkey are appointed by the 
President of the Republic.  Since the centralization 
of administration during the reign of the Sultan 
Mahmud II, the governors and district governors 
have served as the head of local security.  Now, 
after these two hundred years of tradition, in the 
modern Turkey, eighty-one province governors 
and nine hundred fifty-seven district governors 
are still serving as the chief of the local police and 
gendarmerie forces. 

2.
Ministry 
Of Interior
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The characteristics of the centralized government 
system of Turkey are visible in every State 
institution. Like the veins of a body attached to 
the heart, all of the provincial organizations are 
directed from the Capital. This central-province 
dichotomy shows itself in the organizational 
structure of the law enforcement forces.

2.1. General 
Directorate of 
Security
The General Directorate of Security (GDS) 
with its one hundred and seventy-three-year-old 
history, its well-rooted traditions and customs, 
dates back even further than the Republic of 
Turkey. With more than 260.000 personnel and a 
wide array of departments and subdivisions, the 
GDS forms the main civilian law enforcement 
force in Turkey. 

The GDS has a number of high-level specialized 
units. Service or crime-based expertise 
areas shapes specialist departments and sub-
departments. The reason behind this fact is of 
course the need for adaptation to the inevitable 

and ever-changing nature of crimes. So, in order 
to respond to new challenges, new special units 
are formed.
With regard to counter-terrorism, the following 
play significant roles:

•	 The Department of Counter-terrorism182

•	 The Department of Intelligence183

•	 The Department of Border Gates184 
•	 The Department of Special Operations185 and
•	 The Department of Interpol-Europol186 

In 2017, the Risk Analysis Groups were formed 
under the co-direction of the Intelligence and 
Counter-terrorism Directorates. Working mainly at 
the border gates, the Risk Analysis Groups denied 
entry of more than 50000 foreigners on security 
grounds. In 2018, 3175 foreign terrorist fighters 
detected and rejected entry.187 Besides, between 
2011 and 2018, approximately 11000 people 
had held under custody, half of it is consisted of 
foreigners and 3588 people have been arrested.188

The structural dichotomy between the central and 
province organisations exist within the Police 
as well. The Police is organized provincially in 
eighty-one provinces under provincial national 
security directorates. While the specialisation 
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departments’ headquarters situated in the Capital, 
they are formed as provincial branches and 
bureaus such as Counter-terrorism Bureau of 
District X. While the urban areas such as cities 
and districts are determined as police jurisdiction 
zone, the rural areas such as smaller towns and 
villages are delegated to the Gendarmerie. 

2.2. Gendarmerie 
General Command
Similar to the National Police Force, Turkish 
Gendarmerie’s history roots back to one hundred 
and eighty years. With more than 175.000 
personnel and 4128 units, the Gendarmerie 
General Command represents the military wing 
of the general law enforcement forces in Turkey. 
Initially, it was organised within the Turkish 
Army and remained so until very recently. Being 
a part of military forces and serving as regular law 
enforcement unit under civil political authorities, 
the Gendarmerie had turned into a two-headed 
State organ. Sometimes, the traditional militarist 
formation of the Gendarmerie led to undesired 
compliance situations. As a result, following the 
failed coup attempt in 2016, the Gendarmerie 
General Command replaced under the Ministry 

of Interior and the so-called dicephaly was 
eliminated.189 Similarly, in the provincial 
organization, the gendarmerie commanders were 
placed under authority of the governors.190 In states 
of siege, mobilisation or war, the Gendarmerie 
comes under the control of the Turkish Military 
Forces. 

The Gendarmerie is responsible for the security of 
the zones beyond the national police’s jurisdiction, 
particularly in rural areas. Apart from that, the 
central and provincial organisation is quite similar 
to the that of the Police. Similar to the Police, 
specialist departments and units are established 
within the organizational frame. In particular, the 
Gendarmerie Special Public Security Command 
and its sub-branch Gendarmerie Special Forces 
has significant importance in fight against 
terrorism. These highly effective and elite forces 
are selected from the voluntary personnel after  
special training. 

Since 1998, Turkish Gendarmerie is a member 
of the International Association of Gendarmeries 
and Police Forces with Military Status (FIEP) 
and since 2010, an observer to the European 
Gendarmerie Force (EGF). Moreover, since 
2013, the Turkish Gendarmerie is the founding 
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member of the Organization of the Eurasian 
Law Enforcement Agencies with Military Status 
(TAKM). 

2.3. Coast Guard 
Command
Although being active since 1930s, until 1982 the 
Coast Guard served as part of the Gendarmerie. 
In 1982, the separate Coast Guard Command 
was established. Around its 5500 personnel, 
the Coast Guard constitutes the third general 
law enforcement force in Turkey. Same as the 
Gendarmerie, it was initially established as 
part of the Turkish Military and performed law 
enforcement duties under political authorities. 
To avoid obedience and jurisdictional confusion, 
with the Legislative Decree number 668 the Coast 
Guard Command placed within the Ministry of 
Interior. Only in states of siege, mobilisation or 
war, will the Coast Guard come under the control 
of the Turkish Navy.191

The Coast Guard is responsible for the security 
of a vast maritime area. The Turkish SAR zones 
of Mediterranean, Aegean and Black Seas along 

with the Dardanelles and Bosporus and the whole 
of Marmara Sea. The Coast Guard fights against 
both ordinary and organized crimes within its 
jurisdiction zones. Preventing human trafficking, 
smuggling and international terrorism is also 
undeniable part of their mission. 

2.4. Directorate 
General of 
Migration 
Management 
(DGMM)
Despite the fact that the Directorate is not among 
the law enforcement agencies that fight against 
terrorism, it is however linked with movement of 
foreigners in Turkey. In 2013, the DGMM was 
found by the Law on Foreigners and International 
Protection (LFIP).192  In its establishment the 
mass influx of asylum seekers from Syria played 
a significant role. Although being a geographical 
bridge between the East and the West, turkey 
did not have a comprehensive legislation nor 
a State organisation that covers the movement 
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of foreigners in Turkey.  Finally, the DGMM 
was established under Ministry of Interior as 
a reaction to the muss influx of foreigners into 
Turkey. Now, the Directorate has the authority to 
regulate the entry, stay, exit and deportation of 
foreigners. 

As it is states in the article 54/1/b of the LFIP, 
the Directorate shall remove those foreigners 
who “are leaders, members or supporters of 
a terrorist organisation or a benefit oriented 
criminal organisation”. In this respect, while the 
law enforcement forces have the main duty of 
fighting against terrorism, the Directorate has 
the duty and authority to deport the foreigners 
related to terrorism. Besides, the Directorate 
uses removal centres to keep under custody the 
foreigners that are suspected being related to 
international terrorism. 

In order to duly perform its duties, the 
Directorate takes into consideration the 
intelligence and arrest warrants given by other 
States. However, sometimes the information 
received from foreign sources requires double 
examination. Since China systematically puts 

terrorist label on almost any Uighur who flee 
from East Turkestan, the intelligence received 
on these people might sometimes causes 
unnecessary detention of innocent asylum 
seekers in removal camps and sometimes even 
deportation to China where they risk persecution.
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The National Intelligence Organization (MIT), 
was established in 1965 as the main intelligence 
service of Turkey. Nevertheless, its origins go 
back to the beginning of the 20th century via 
many predecessor organizations. For many 
years, intelligence services in Turkey dominated 
by incumbent or former military personnel. 
Undoubtedly, vital security threats to the very 
existence of the State shaped this fact.  In this 
respect, the Turkish Intelligence Organization 

has been shaped in a very formal and hierarchical 
way. Of course, in line with the changes that 
Turkey lives, the civilian assets and expertise in 
MIT have augmented. 

As being the principal intelligence organ in 
Turkey, MIT’s main duty is to collect information 
on both internal and external security threats 
against Turkey, take necessary precaution and 
advise pertinent State organs. Therefore, counter-

3.
National 
Intelligence
Organisation
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terrorism forms a large part of MIT’s work. By 
definition, most of MIT’s organizational scheme 
and works are not shared with public, yet it is 
not a mystery that the level of specialization 
and fields of expertise within the Organization 
are constantly increasing concurrently with the 
complexity of the internal and external security 
threats. In fight against terrorism, MIT usually 
plays the role of intelligence distributor between 
the law enforcement and military forces. As 
well as joint operations with law enforcement 
forces, the Organization itself sometimes carries 

out operations in Turkey and abroad via its 
Directorate of Operations.

In line with the change from Parliamentary to 
Presidential system in 2017, the MIT was also 
placed under the Presidency of Republic with 
the decree law 694193 and in order to ensure an 
improved and more direct information sharing 
among public institutions the National Intelligence 
Coordination Committee (Milli İstihbarat 
Koordinasyon Kurulu / MİKK) was established by 
the article 62 of the same Decree Law. 

In fight against 
terrorism, MIT 
usually plays the 
role of intelligence 
distributor between 
the law enforcement 
and military forces.

“ “
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Border control and security is one of the 
most complex public services in Turkey. The 
responsible State organ changes based on the 
subject matter dealt with at borders.  The borders 
of Turkey fall within the scope of duty and 
jurisdiction of more than 20 different State bodies 
and consequently equally divergent legislation. 
While the Turkish Land Forces (the Army) 
provides the security of land borders, the MIT is 

entrusted with trans-border intelligence collection 
and conduct of security operations. Moreover, the 
Ministry of Interior also has jurisdiction via police 
forces at the customs. 

The Directorate General of Customs Enforcement 
is the principal administrative organ assigned 
with the security and protection of customs. The 
Directorate General has the competence and duty 

4.
Customs 
And Border 
Protection
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to control security issues at customs and border 
crossings. In this respect, the Directorate performs 
a general law enforcement force duty. However, 
unlike the rest of general law enforcement 
forces, the Directorate is not structured within 
the Ministry of Interior. Instead, it operates under 
the Ministry of Trade. This is another view of the 
multi-headed administration of border control in 
Turkey. 

Since the beginning of 2000s and particularly in 
the last decade, foundation of a new separate and 
overarching border control mechanism within 
the State structure has been debated. Although 
many ministers have come and passed, and even 
the whole democratic system witnessed radical 
changes, the said law enforcement force could 
not be created so far. Especially the outbreak 
of the Syrian Civil War and the mass influx of 
asylum seekers is the major reason barring Turkey 
to create this new and all-inclusive border law 
enforcement force. Now, a myriad of State organs 
continues to conduct border security together. 
For this end, the Integrated Border Management 
Coordination Committee is responsible of 
supervising the effective and coordinated 
functioning of border management.

Despite the aforesaid difficulties, between 2011 
and 2018 Turkey intercepted thousands of people 
at borders who pose risks related to terrorism. 
Particularly 61158 people denied entry to Turkey, 
6158 foreigners who entered the country via 
illegal ways deported for suspicion of terrorism.194
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In the fight against money laundry, following 
the enactment of Law 4208 in 1996, The 
Financial Crimes Investigation Board or with 
its abbreviation in Turkish MASAK became 
active in 1997 within the Ministry of Treasury 
and Finance. Among the data collection, analysis 
and evaluation of suspicious transactions, in 
2006, the fight against terror financing is also 
included among the duties of MASAK.195 With 
the enactment of Law No. 6415 on the Prevention 
of the Financing of Terrorism which was 
entered into force on 16th of February 2013, the 
MASAK’s duties and Powers regarding financing 
of terrorism were established. Now a separate 
special department within the MASAK analyses 
and evaluates suspicious acts on the financing of 

terrorism and another separate expert department 
applies the necessary measures such as asset 
freezing and assets seizure.196 The MASAK 
regularly publishes annual activity reports 
including the efforts to prevent and punish terror 
financing. MASAK do uses the data shared with 
other States to analyse international transactions 
and foreign asset freezing request are also 
implemented by MASAK.  

Owing to the serious works MASAK 
accomplishes, Turkey, a member of the Financial 
Action Task Force (FATF) has very good reports 
from FATF and the progress of Turkey in the 
fight against terrorism financing has also been 
emphasised at the international level.

5.
MASAK
(The Financial Crimes Investigation Board)
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Recognising the impossibility of eliminating terror 
threats solely by security mechanisms, Turkey has 
been conscious of the necessity of non-military 
measures to tackle terrorism. In this regard, 
Turkey aims to prevent new recruitments to 
terror organisations, counter terrorist propaganda, 
deradicalize and rehabilitate persons by soft 
tools. Turkey’s  Prevent and Countering Violent 
Extremism (P/CVE) efforts are manifold. At the 
international level Turkey is co-founder and an 
active member of Global Counterterrorism Forum 

(GCTF).197 In this framework, a non-binding good 
practices document which was prepared mainly 
in cooperation of the Turkish National Police 
and Turkish Ministry of Foreign Affairs, namely 
the Ankara Memorandum on Good Practices 
for a Multi-Sectoral Approach to Countering 
Violent Extremism,198 has contributed as a useful 
tool to understanding and engaging with violent 
extremism. Moreover, Turkey is one of the 
main sponsors of the Resolution 30/15 “Human 
Rights and Preventing and Countering Violent 

6.
Preventing
And Countering Violent 
Extremism In Turkey
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Extremism” in 2015 at the United Nations level.199 
While the domestic P/CVE framework depicts a 
highly multi-faceted and non-hierarchical picture, 
the efforts of the General Directorate of Security, 
The Presidency of Religious Affairs, Ministry 
of Education and Ministry of Youth and Sports 
deserve a close look.

Besides its policing missions, The General 
Directorate of Security is also an important 
element of P/CVE efforts in Turkey. The 
International Center for Terrorism and Security 
(UTGAM)200 and Turkish National Police 
Academy has been reaching out to the various 
components of the society as opinion leaders, 
families and students via education programs, 
classroom meetings and conferences.201 Only in 
2015, the number of persons reached by the Police 

regarding raising consciousness and prevention 
of violent radicalization was reported to be 
921.000.202

In line with the increasing education levels of 
the police officers, the Turkish National Police 
Academy has been making P/CVE education 
workshops and producing reports in cooperation 
with the prominent scholars working on 
radicalization. In this regard, the latest reports 
prepared by the Academy emphasize the 
importance given to the P/CVE works: Report 
no 8 “Radicalization, Violent Extremism and 
Terrorism” May 2017203, Report no 23 “Fight with 
violent Extremism and Education” May 2019204, 
Report no 24 “Preventing Radicalization and  
Terrorism Phenomenon”  June 2019.205

The International Center for Terrorism and Security (UTGAM)200 and Turkish 
National Police Academy has been reaching out to the various components of 
the society as opinion leaders, families and students via education programs, 
classroom meetings and conferences.

“
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The Presidency of Religious Affairs (Diyanet 
İşleri Başkanlığı) has also proved to be a 
significant actor in P/CVE domestic efforts. Since 
all of the imams are assigned and supervised 
by the Presidency, possess a huge advantage 
in reaching to society and preaching the true 
interpretations of Islam. In this respect, Friday 
prayers, sermons and official fatwas are the main 
tools used by the Directorate to disseminate 
the tolerant and peaceful message of Islam 
when countering the violent religious extremist 
propaganda.  To this end, the Presidency has 
been publishing many educational booklets and 
reports. For instance “Religious Exploitation 
and Terrorist Organization ISIS” in 2016206 and 
“ISIS: A Religious Abuse Based on Terror” in 
2018207 addressed the false ideology of ISIS and 

its misinterpretation of Islam. Moreover, the 
Presidency provides religious services to prisons. 
550 religious officials serve in prisons to counter 
extremist propaganda and for rehabilitation and 
deradicalization of the convicted.208 

Similar to the Presidency’s efforts in prisons, the 
Ministry of National Education and the Ministry 
of Justice conducts comprehensive projects with 
the European Union, addressing extremism and 
radicalization in prisons.209 Beside the Ministry of 
National Education, the youth camps organised 
by the Ministry of Youth and Sport is another 
tool in preventing homegrown extremism among 
youngsters.210 It is noteworthy to mention that 
young Syrian asylum seekers are also  in the target 
audience of those educational efforts.

The International Center for Terrorism and Security (UTGAM)200 and Turkish 
National Police Academy has been reaching out to the various components of 
the society as opinion leaders, families and students via education programs, 
classroom meetings and conferences.

“



Reviewing Turkish Administrative Structure Regarding Terrorism and FTFs: 

A Comparative Analysis

100

International terrorism has become the most 
prominent factor in reshaping national security 
and intelligence structures across the globe. In 
the last two decades, and especially after the 
September 11 terror attacks, national defence 
and security perceptions have radically changed 
at the international level. Traditional defence 
and security concepts together conventional 
law enforcement and intelligence practices had 
not kept pace with the changing threat from 
international terrorism, and its asymmetric nature.  
Sadly it takes the loss of life for authorities across 
to identify shortcomings in  their respective 
security architectures, shortcomings that are 

exploited by terrorists.  As a result, in countries 
around the world, new specialised units, have 
been established, including; elite tactical forces, 
anti-terror Directorates and Divisions, counter-
terrorism intelligence units financial task forces, 
combatting terrorist financing.

Some countries, have chosen more radical 
organisational changes such as creating separate 
departments to tackle terrorism, as in the case of 
the US Department for Homeland Security, while 
others have preferred a more moderate approach 
to altering their administrative structures such as 
forming inter-ministerial committees or national 

VII.
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security councils on counter-terrorism. 
Whatever the approach, it is clear that many 
countries, worldwide, felt the need to evaluate 
and improve on existing security structures and 
while doing so, appreciation of international 
organizations and primarily within this context, 
the Un and its terrorism-related resolutions would 
significantly improve chances of a long-term 
global success. 

In amending security structures, many States also 
focussed on intelligence organisations examining 
their effectiveness and the level of intelligence 
sharing between other national intelligence 
organisations and law enforcement agencies at 
all levels. In effect, the intelligence agencies 
became the primary target of criticisms in the 
wake of every major terror attack. From the 9/11 
Commission Report to Belgian Parliamentary 

Commission’s report on the 2016 Brussels attacks, 
national intelligence units and their coordination 
and cooperation capacities became the focus 
of criticism. Ages-old inter-agency rivalries 
between national intelligence services played 
into terrorists’ hands.  Ultimately, a number 
of legislative and executive amendments were 
implemented to facilitate and, in some case, 
oblige, inter-agency coordination and cooperation 
resulting in an increase in intelligence sharing 
and levels of cooperation, not only at the national 
level, the international level as well.

Besides changes and improvements in national 
counter-terrorism capacities, international 
coordination and cooperation has reached a peak 
in the past two decades.  Understanding that, 
despite all efforts, individual States’ capacities 
are not sufficient to combat the complexities 
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of international terrorism alone, realistic and 
pragmatic solutions have been sought.  
As such, international coordination and 
cooperation on data sharing, warning and 
joint operations have significantly improved. 
International Organisations such as the United 
Nations and the European Union have become 
more and more active in counter-terrorism more 
especially in harmonisation of their members’ 
national counter-terrorism legislation and 
cooperation structures. The North Atlantic Treaty 
Organisation (NATO) has shifted its conventional 
threat perspective and now includes a focus on the 
threats emanating from international terrorism.  

Formal and informal intelligence sharing 
and cooperation forums such as the Counter 
Terrorism Group of the Club de Berne have been 
established to mutually reinforce international 
counter-terrorism efforts. Especially in fight 
against the DAESH, the international coalition 
has 80 partners have gathered to defeat the terror 
organisation and have constantly working since 
2014. 211 Parallel to the changes the roles of the 
military and of law enforcement agencies in 
combatting terrorism has also been reshaped. 
While the domestic policing missions gained more 
importance for national defence and security, 

assisting the domestic security forces occasionally 
arise as a necessity for militaries which were not 
initially intended to interfere in domestic security 
matters. The joint task forces have been formed 
between military and domestic security forces 
and the military troops which traditionally trained 
and deployed against external threats and abroad 
operations have gradually become more active 
in domestic security issues. During the French 
Operation Sentinelle, Belgian Operation Vigilant 
Guardian and British Operation Temperer many 
armed forces troops conducted policing duties on 
national soils. However, it should also be stated 
that the higher the visibility of the military on 
the streets, the higher the chances of the ordinary 
people can feel under risk, irritation might occur 
over time, the risk of easier attacks against these 
personnel increases and thus, it should not be 
deployed as the new “normal”. Also taking into 
account the potential blowback effect of actual 
or perceived unproportionate use, the military’s 
active engagement domestically should be 
carefully planned and implemented in the most 
serious of circumstances.

Serious steps have also been taken at a global 
level to combat financing of terrorism: National 
legislation has been harmonised; new financial 
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units have been formed, and national financial task 
units have been assimilated at the international 
level, due to resolutions and directives of 
international organisations such as the UN and the 
EU. These changes have resulted in significant 
success in address illegal money laundering and 
financing organised crime and terrorism, even 
more so taking into account the contributions of 
the Financial Action Task Force (FATF).

Although complex and costly terror attacks 
may have been disrupted as a result of the 
achievements in countering terrorist financing, the 
ever-changing threat from international terrorism 
has seen changes in the terrorists’ modus operandi 
where sleeper cells or lone-actors are able to carry 
out low-cost attacks with the most basic of object, 
such as a kitchen knife or an automobile.

The deep-rooted historical differences between 
States’ national administrative structures and 
threat perspectives do not provide a single all-
fitting structural plan in overcoming the menaces 
posed by international terrorism. It is impossible 
to recommend one single administrative anti-
terrorism organisational plan for each State. The 
historical development of state mechanisms, 
differing priorities and interests to protect, along 

with geographical, geopolitical and cultural 
realities, are just some of the reasons for the 
structural variances in national counter-terrorism 
systems. Whether a Federation of autonomous 
parts, a unitary State or a Kingdom; whether 
having vast mountainous rural areas, being a 
small territory, or being made up of different 
nationalities or communities, these factors 
influence the national characteristics within 
individual states’ security architectures.

For instance, while Belgium can manage with 
Local and Federal levels of policing, countries 
with broad land areas and traditionally strong 
centralised governments such as France 
and Turkey, prefer multiple and distinct law 
enforcement agencies such as Gendarmerie and 
Police and uses these forces in the fight against 
terrorism, for functional benefits and for the public 
interest. Also, whereas US intelligence agencies 
are empowered to conduct counter-terrorism 
operations, German intelligence services are 
strictly prohibited from such actions, due to the 
de-centralisation of powers within the country’s 
constitution.  

There are any number of examples that could 
illustrate structural differences between States, 
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but there is one point that is valid for all: 
effectiveness, and despite all of the structural 
differences, there are common goals to improve 
and ensure the success of counter-terrorism 
administrative structures at the national and global 
level.

It has to be recognised that tackling international 
terrorism is not achievable by one State alone, and 
that international coordination and cooperation 
between nations should be subject to constant 
review and improvement.  Almost every State has 
now become a host country, a transit country or 
a target country for terrorist organisations in one 
way or another.  Measures to counter terrorists’ 
mobility should be taken collectively between 
transit and host countries, as should and the 
burden for dealing with foreign terrorist fighters in 
general.   

While international terrorism requires the highest 
possible level of coordination and cooperation 
between international actors, this coordination 
does not suffice. In the domestic plan, every 
component of the national counter-terrorism 
structure should be well-functioning. 
Eventually the bulk of the combat against 
terrorism is fought by individual members of the 

global counter-terrorism effort. Therefore, the 
human factor should be prioritised in all cases. 
The global counter-terrorism effort can be likened 
to a spider web. So as to catch all the flies, 
every string of the web should be well- weaved. 
Accordingly, the formation and training of 
personnel, the sufficient manpower, the budget, 
the right to take initiative and the similar factors 
which form the intelligence and law enforcement 
forces working capacities should always be 
enhanced as the fact not only the number of terror 
attacks but also disrupted plots increase gradually. 
Because the shared intelligence might be lost or 
piled up between thousand others if the necessary 
manpower to process the data is lacking. In the 
2016 Brussels Attacks case for instance, the 
Belgian authorities had been informed by Turkish 
Intelligence, yet the attacks did occur.212 Similarly, 
in Paris, Nice and Berlin the authorities were on 
alert, yet the attacks happened. Thus, under the 
overload of intelligence, insufficient manpower or 
inferior processing mechanism can easily fail to 
notice vital terrorism threats.  

The interagency rivalries constitute undeniable 
facts for most nations. The tensions and 
jurisdictional competition between Police and 
Gendarmerie in Turkey, the rivalry between the 
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SRGS, VSSE and Federal Police in Belgium, 
the difficulties between CIA and FBI in the 
US do exist. While these interagency rivalries 
cannot be completely erased, their drawbacks on 
coordination and cooperation however can be 
reduced via focusing on the human factor. While 
we usually envision institutions as insensitive 
abstractions, they perform their functions via 
human beings who possess emotions as jealousy 
or friendship. So as to enhance the latter ones, the 
corresponding units of rival parts must be met as 
much as possible to ensure mutual trust-building 
and collegiality. Institutionalised contact between 
institutions is the key to success and many 
countries, especially after the impact of the lack 
of coordination regarding the 9/11 attacks, are 
now aware of this need and moving forward for 
furthering interagency cooperation.

On the other hand, the existing intelligence and 
law enforcement agencies does not fancy the 
idea of creating new bodies or altering their 
current status, at least to a lesser place. In the 
KDGM example of Turkey, both Gendarmerie 
and Police officials were of the view that the new 
institution was a redundant competitor.213 When 
the DHS was established in the US, the FBI and 
the CIA resisted to taking part under the new 

department. Thus, to be successful when planning 
organisational changes in counter-terrorism 
structure, the status or prestige of the existing 
bodies should not be deteriorated.  

So far, nearly every structural or legislative 
amendment steps have taken post factum and 
reactive.214 Yet, fighting against terrorism does 
not only requires post factum investigations 
but proactive and preventive measures should 
also be taken and be prioritised. In this 
respect, integrating the whole society, different 
communities and the families to deradicalization 
and counter extremism effort is of crucial 
importance. In effect the public diplomacy efforts 
of the US after the 9/11, the new governmental 
and non-governmental organisations against 
radicalization and extremism in Germany and the 
UK and similar efforts of Belgium and France has 
shown that the very sources of the terrorism such 
as racism, xenophobia, hate preaching, radicalism, 
extremism are being targeted. In a similar vein, 
the Friday sermons and Imams functions to the 
counter extremism and deradicalization effort in 
Turkey. 

Still, alongside these reactive methods or mainly 
CVE tools, prevention is also essential in order 
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to keep vulnerable communities safe and to 
ensure violent extremist groups cannot broaden 
their reach to new audiences. Reaching out to 
the communities, improving the circumstances 
that might marginalize and then radicalize 
them, providing the means and tools that would 
empower them both socially and economically, 
targeting the “supply-side” as well as the 
“demand-side” of the equilibrium, provision 
of adequate educational, financial and political 
opportunities are some of the key measures that 
needs to be taken in that regard with a much 
broader literature growing on PVE at hand to 
consult.

Last but not least, the international terrorism does 
not have a static feature. It has been an ever-
changing and dynamic phenomenon. Therefore, 
the counter-terrorism structures should also share 
at least same level of flexibility and agility with 
their targets. The local, national and international 
components of counter-terrorism from intelligence 
to law enforcement, judiciary to the political 
leadership should share an all-inclusive, dynamic, 
effective and comprehensive approach to prevail 
against international terrorism
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