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figure 7
Number of suspects arrested for
religiously inspired/jihadist terrorism in
EU Member States in 2017.
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figure 8
Number of suspects arrested for religiously
inspired/jihadist terrorism from 2013 to 2017.
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terrorist attacks and
suspects arrested in
the EU

EU Member States reported 33 foiled,
failed and completed jihadist terrorist
attacks in 2017, more than double
the figure of 2016 (13). Ten of the
33 attacks were assessed as having
been completed, i.e. perceived by EU
Member States as having reached the
goals that the perpetrators may have
had in mind, which invariably seems to
be the killing of what the perpetrators
perceived as “enemies of Islam”, as
legitimised by jihadist ideology. 12
attacks were assessed to have failed
to reach their objectives in full, and 11
were foiled – mostly in France and the
UK.
A total of 62 people were killed in
ten of the 33 attacks. Reportedly
most fatalities were in the UK (3523),
followed by Spain (16), Sweden (5),
France (3), Finland (2) and Germany (1).
In addition a total of 819 people were
injured in 14 attacks.
A total of 705 people were arrested
in 18 EU Member States (373 of
those arrests took place in France) on
suspicion of involvement in jihadist
terrorist activities, roughly the same
number as in 2016. Most arrests (354)
were on suspicion of membership of
a terrorist organisation, followed by
arrests on suspicion of planning (120)
or preparing (112) an attack.
23
This figure is from open sources and does not
contain casualties of Northern Ireland securityrelated incidents.

Targets included the military, civilians
and the police. Among the deadliest
attacks were when vehicles were used
as weapons.
The ten attacks with fatalities24 in 2017
were the following25:

MARCH
On 22 March a 52-year-old male
drove his car into pedestrians walking
across Westminster Bridge in London
(UK). He subsequently stabbed a
policeman guarding the nearby Houses
of Parliament, before being shot dead
by police. Five people were killed and
at least 50 injured. The attack was
claimed by the so-called IS (IS) through
a breaking news message issued by
A’maq News. It was reported in IS’s
Arabic weekly newsletter al-Naba’
and in the monthly multi-language
magazine Rumiyah.

APRIL
On 7 April a 39-year-old male hijacked
a lorry transporting beer and drove
it into a busy pedestrian street in
Stockholm (Sweden), killing five
people and injuring 14. He crashed
the vehicle into a department store.
A rudimentary improvised explosive
device (IED) was also found in the
24

Excluding perpetrators.

Details about attacks in the UK are derived from
both Europol and open sources.

25

driver’s cabin. The attacker ran from
the scene, but was later arrested. The
attack remained unclaimed; however
the perpetrator had recorded and sent
a video in which he pledged allegiance
to IS.
On 20 April a 39-year-old male opened
fire on a police vehicle parked on the
Champs Elysées in Paris (France) killing
one police officer. Two other police
officers and a tourist were seriously
wounded. The attack was claimed by
IS through a breaking news message
issued by A’maq News. It was reported
in al-Naba’ and Rumiyah.

MAY
On 22 May a 22-year-old suicide
bomber, born in the UK to Libyan
parents, killed 22 people and injured
512, including children, in an attack
on a concert hall in Manchester (UK).
The attack was claimed by IS through
a breaking news message issued by
A’maq News. In addition IS issued a
statement from its central leadership;
it was also reported in al-Naba’ and
Rumiyah.

JUNE
On 3 June eight people were killed
and 48 injured in central London (UK),
when three attackers drove a van into
pedestrians on London Bridge and
launched a knife attack after exiting
the vehicle. The attack was claimed by
IS through a breaking news message

24

TESAT 2018

issued by A’maq News. It was reported
in al-Naba’ and Rumiyah.

JULY
On 28 July a 26-year-old unsuccessful
asylum seeker in Hamburg
(Germany) attacked several people
in a supermarket with a knife that
he had taken from a shelf, killing one
and injuring six. The attack was not
immediately claimed by IS. However
an article in al-Naba’, published on 4
August, reported on the incident citing
Western media reports. While the
victims of the attack were identified
as “crusaders”, the perpetrator, by
contrast, was not described as an “IS
soldier”26.

AUGUST
On 17 August fifteen people were
killed and 131 injured, when a van sped
into La Rambla promenade, a busy
downtown street in central Barcelona
(Spain) packed with tourists.
Some eight hours later in Cambrils,
a city 120 km south of Barcelona, a
car drove into pedestrians, killing one
and injuring six civilians and a police
officer. The attack in Barcelona was
immediately claimed by IS through
a breaking news message issued
by A’maq News. Both attacks were
subsequently claimed in a statement
from the IS central leadership. The
attacks were also reported in al-Naba’
and praised in Rumiyah.
On 18 August two people were killed
and eight injured in a knife attack in
Turku (Finland). The main suspect is an
18-year-old male, who was arrested
just after the attack. The attack was
not immediately claimed by IS27.
26
Alongside this incident, the article also referred
to a shooting incident at a nightclub in Constance
(Germany), which was not related to terrorism.

In an article in al-Naba’, published on 8 February
2018 IS reports on the trial of the perpetrator,
including his statement that he was a “soldier of the
caliphate”.

OC TOBER
On 1 October two women, aged
17 and 20, were stabbed to death
at Marseille’s main railway station
(France). The attacker was shot dead
by a soldier from a military patrol as
part of the Sentinel Operation. The
attack was claimed by IS through a
breaking news message issued by
A’maq News and reported in al-Naba’.
In addition people were injured in the
following attacks28 in 2017:

JUNE
On 6 June a French soldier was
attacked and injured by a hammerwielding man while patrolling in front
of Notre-Dame Cathedral in Paris
(France).

AUGUST
On 9 August six French soldiers,
patrolling as part of the Sentinel
Operation, were wounded, three
of them seriously, when a driver
deliberately drove into the patrol as
they left their barracks in the western
suburbs of Paris (France). The attack
was not immediately claimed by
IS, however, an article in al-Naba’,
published on 11 August, reported on
the incident, citing Western media
reports. While the victims of the
attack were identified as “crusaders”,
the perpetrator, by contrast, was not
described as an “IS soldier”.

On 25 August one soldier was lightly
wounded, after a machete-wielding
man attacked them in Brussels
(Belgium). The perpetrator was shot
dead at the scene. The attack was
claimed by IS through a breaking news
statement issued by A’maq News and
later reported in al-Naba’.

SEP TEMBER
On 15 September an improvised
explosive device (IED) was detonated
on a tube train at Parsons Green
station in south-west London (UK)
during the morning rush hour. Thirty
people, including a young boy, were
injured, when the bomb partially
detonated and sent a fireball along
a carriage. The attack was claimed
by IS through a breaking news
item by A’maq News, and the IS
leadership issued a separate claim of
responsibility. It was also reported in
al-Naba’29.

On 25 August three police officers
suffered injuries, while arresting a
26-year-old man in possession of a
sword in a car outside Buckingham
Palace in central London (UK),
reportedly shouting “Allahu Akbar”.
The attack remains unclaimed.

27

28
Details about attacks in the UK are derived from
both Europol and open sources.

29
In the same article in al-Naba’, IS also claimed
responsibility for an evacuation of Paris Charles de
Gaulle airport on 17 September, alleging that its
“soldiers” had planted several IEDs.
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Eleven attacks were foiled and seven
attacks did not result in fatalities or
casualties. In these attacks the military
or police were targeted, mostly using
simple weapons, such as knives or
hammers, without causing major
injuries. Two failed attacks were
claimed by IS. On 19 June a 31-year-old
perpetrator drove his car loaded with
gas canisters into a police van on the
Champs Elysées in Paris. He was killed
in his car by toxic fumes. The next
day a 36-year-old individual failed to
detonate an IED hidden in his luggage
trolley at Brussels Central train station.
Both attacks were not immediately
claimed by IS, but were mentioned
in an issue of Rumiyah (a multilingual
magazine whose name referred to
the city of Rome, which was to be
conquered by Muslims) published on
13 July, where the perpetrators were
described as “caliphate soldiers”.
Jihadists who carried out terrorist
attacks in the EU in 2017 were mainly
home-grown, meaning that they
were radicalised in their country of
residence without having travelled
to join a terrorist group abroad. A
substantial number had a criminal
past or had previously been known to
authorities, but were not considered a
major terrorist threat.
For attacks in the EU in 2017, no direct
links to a terrorist group or previous
terrorism offences by the perpetrators
were identified at the time of writing.
Most carried out their attacks alone or
in some cases with one or two others.
However a number of people in their
environment may have been aware of
their plans and tolerated and possibly
even facilitated or supported them.
These lone actors’ use low-tech means
to carry out an attack.
This applies to all of the above-listed
jihadist terrorist attacks, except for
the attacks in Barcelona and Cambrils
in Spain, and Manchester and

London (Parsons Green) in the UK. In
Barcelona, the driver of the van who
drove into pedestrians was believed
to be part of a group that had planned
a much larger operation that was
thwarted by a massive explosion the
day before in the house occupied by
the group in Alcanar. Two members of
the cell were killed in the explosion,
including a 40-year-old imam thought
to be the cell’s mastermind. The
explosives destroyed in the incident
were allegedly prepared for one or
more other attacks using large vehicleborne IEDs (VBIEDs).
The Manchester attack was an
exception because it was carried
out successfully with an improvised
explosive device (IED), requiring a
certain level of sophistication and
preparation to complete as intended.
A total of 22 people were killed, which
made it the deadliest attack in the
UK since the suicide bombings on
London’s transport system in 2005.
Ostensibly the perpetrator acted
alone. However he had travelled back
to the UK from Libya shortly before
carrying out the attack. He may have
received IED construction training
while in Libya.
In general however, the increase in the
number of jihadist terrorist attacks
in 2017 ran in parallel to a decrease
in sophistication in their preparation
and execution. In cases in which
more sophisticated methods were
required, a lack of expertise led to
failure in some cases. On 20 June a
36-year-old male tried to detonate a
bomb in a luggage trolley in Brussels
Central train station, but only the
trolley caught fire, after which the
suitcase exploded due to the gas
bottles it contained. It is assumed
that the device failed to function as
intended, probably because of poor
manufacturing. No one was hurt in this
incident except for the attacker, who

was shot dead by soldiers guarding
the station. The Parsons Green
incident is another example of a failed
detonation of an explosive device that
could have caused mass casualties, if
manufactured and handled properly,
which fortunately it was not.
The attacks that were committed
in 2017 reflect the preferences of
terrorists driven by jihadist ideology
in selecting their targets and the
goals they want to pursue, as seen
also in attacks committed in previous
years. They aim at indiscriminate
killings as well as on eliminating
symbols of Western “hedonistic”
lifestyle and symbols of authority.
These perpetrators attack people
rather than targets that provoke less
of an emotional response from the
general public, such as damage to
premises or loss of capital. The intent
of indiscriminate killings was illustrated
– among others – by the attacks in
London, Stockholm, Manchester,
Barcelona and Cambrils. The
detonation of an explosive device in a
concert hall in Manchester doubled as
both an attack on a symbol of Western
lifestyle and as an attack to cause
indiscriminate mass casualties. In 2017
the police and military once again
remained a focus of attacks.
Not all EU Member States were
affected equally by jihadist terrorism,
with a number reporting no such
attacks over the course of 2017,
despite some of them having been
threatened in IS propaganda. Jihadists
have proven to be able to radicalise
without raising suspicion and to
prepare attacks, while remaining
undetected by law enforcement.
Therefore, the threat of jihadist
attacks in the EU remains acute, as
demonstrated by the attacks which
took place in 2017 and those that were
prevented in time.

26

TESAT 2018

Travel for terrorist
purposes
Around 5 000 individuals from the
EU were believed to have travelled to
conflict areas in Iraq and Iraq and Syria.
By late 2017 the number of people
from Europe fighting in IS may have
been as low as 2 500. It was thought
that about 1 500 foreign terrorist
fighters (FTFs) returned home and
1 000 were killed. Belgium, Germany,
France and the UK were the major
source countries. Hungary asserts that
around 1 000 individuals from the
Balkan states joined IS between 2014
and 2016 and expects a significant
number of them to return to their
former home countries, facilitated by
organised crime groups engaged in
illegal migration.
In 2017 there were considerably fewer
EU-based FTFs travelling to conflict
zones and a diminishing number of
returnees. Due to the military situation
in Iraq and Syria, it appeared to have
become even more difficult to leave
IS territory. After losing control of
significant terrain, some IS members
were however seeking to leave the
combat zone, either to return home,
or to travel to other conflict areas
(for example to Afghanistan; within
the Middle East and North and West
Africa; Central, South or Southeast

Asia), potentially increasing the risk
of more organised spectacular-type
attacks in Europe in the medium to
long term. Austria reported that the
number of FTFs started decreasing at
the beginning of 2015. Switzerland has
not recorded any new departures to
conflict zones since 2016. The number
of departures from Belgium in 2017
was described as “limited or nonexistent”.
The Netherlands reported that the
decline in successful travellers was
evident and steady. However in
June 2017 a Dutch man succeeded
in travelling to Syria to join IS (the
first time since November 2016 that
someone was able to reach the conflict
zone). Before his journey, there
were no apparent indications of his
radicalisation. Spain also reported that
the flow of travellers had decreased
significantly. Over 2017 Poland did
not note any departures or returns
of Polish FTFs (however an FTF of
Chechen origin with refugee status in
Poland was detained in 2017, charged
with participation in a foreign military
organisation and illegal possession of
weapons and ammunition).
Despite this apparent reduction in
travellers, it should be underlined that
IS, al-Qaeda and other jihadist groups,
continue to pose a major threat. They
have the ongoing intent and capability
to conduct terrorist attacks against the
West.

27

JIHADIST TERRORISM

RE TURNEES
EU Member States reported that
returnees to Europe may have a
certain amount of combat and
operational experience; gained an
enhanced capability to commit acts
of terrorism; and be particularly
dehumanised and prone to violence
upon their return. They also serve as
role models and might be involved
in recruiting and radicalising others.
Furthermore, returnees and other
extremists in prison may encourage
inmates to ultimately travel overseas
to fight or conduct other terrorist
activities.
Belgium, for example, reported that
the number of returnees was very
limited in 2017 (amounting to only five
fighters, some of whom had already
been detained in prison in Turkey since
2016). However, Belgium also reported
that currently the phenomenon of
home-grown terrorist fighters seemed
to be a greater threat than that
emanating from returnees. Denmark
expected that only a limited number
of its FTFs would return. Although in
total Denmark observed approximately
50 returnees from Iraq and Syria,
the number continued to decline in
2017. Denmark also reported that a
number of travellers no longer had
their passport or residence permit,
and returning to Denmark became
less attractive given the prospect of
criminal prosecution. Switzerland
reported only three returnees over
the reporting period. Overall, the
Netherlands reported some 46
returnees from 2012, but only four
in 2017, but also that returning from
the conflict zones had become very
difficult, and that they were aware of
Dutch men and women who had the
intention to leave Syria, but who were
not actually able to do so.

Although no concrete examples
were available, Bulgaria reported its
concerns of being used as a transit
route, i.e. the possibility of FTFs or
linked individuals passing through
Bulgaria on their way to and from
Syria, but due to entry bans for Turkey,
they were returned back to Bulgaria.
Hungary reported that up to 2017, FTFs
used their country mainly for transit in
order to reach the conflict zones or to
travel back using the Balkan route to
their Western Europe-based contacts.
They also stated that based on 2017
data, it was apparent that several
of these individuals or groups spent
considerable periods in Hungary. From
time to time Romania has been used
as a transit area or secondary route
for FTFs travelling to and from Iraq
and Syria (albeit that they noted the
descending trend as with the rest of
Europe). Between January 2013 and
November 2017 Portugal asserted
that their territory was used as a
transit platform by a total of 12 (nonPortuguese) FTFs on their way to the
conflict areas (including nationals from
France, Morocco, Poland, Russia and
the UK). In addition Poland indicated
that in 2017 militants involved in
the conflict in the Middle East were
examining the possibility of crossing
the Polish-Ukrainian border to reach
other EU countries. Border pressure
and logistical considerations have also
made it more difficult for aspirant
attack operatives to travel from Syria
via Turkey into Europe.

AC TIVITIES ON RE TURN TO
EUROPE
As IS gets weaker, it has been urging its
followers to carry out lone actor type
attacks in their home countries, rather
than guiding them to attempt to travel
to the so-called caliphate. Exhortations

to action – including via propaganda
outlets – have comprised specifying
attacks on civilian targets by means of
new methods, including those tested
in the conflict zones. This poses a
significant challenge to the authorities
in terms of setting up countermeasures. Moreover, IS sympathisers
in Europe, in contact with individuals
abroad who have the required skills
and mind-set to commit acts of
terrorism, may become involved in
planning or support activities. One
of the most significant threats posed
by those who have travelled to the
Syrian conflict zone comes from
jihadists in conflict zones that engage
in planning attacks against Europe or
incite others to do so. However, the
ability of such individuals to continue
this kind of activity in theatre is likely
to be reduced due to the impact of
increased military pressure, loss of
cohesion, lack of infrastructure and
reduced access to resources.
As noted above, recent attacks in
Europe have, for the main part, been
committed by lone individuals who
have not been to a conflict zone –
but who may have been inspired
by terrorist propaganda and/or the
extremist narrative, as well as by other
successful attacks worldwide. This was
evidenced by several successful attacks
in the UK during 2017, for example, the
attack on Westminster Bridge, London,
in March. Furthermore, the attacks
in Barcelona and Cambrils in Spain in
August 2017 – although not committed
by FTFs – were reported as being
ideologically linked to IS. In addition,
Spain also reported that in June 2017
a Danish citizen – who had been in the
conflict zone between 2012 and 2015 –
was arrested in Spain, having travelled
from Denmark, possibly in order to
purchase a weapon (presumably to
carry out an attack). Italy, for example,
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stated that one of the main sources
of terrorist threat to them included
potential sleeper cells from the external
operations units of IS or al-Qaeda and
“affiliated” organisations inspired by
jihadist ideology. In 2017, investigations
in Italy led to 26 arrests for terrorist
offences: including for recruitment (on
behalf of IS), sharing IS propaganda,
providing logistic support to a terrorist
organisation, and facilitating the
movement of FTFs to jihadist combat
zones.
Germany reported that on 12 April
police officers arrested a 31-year-old
Syrian member of IS. It was alleged
that he travelled to Germany with the
aim of recruiting members, as well
as coordinating terrorist cells already
active in Europe to carry out attacks on
unspecified targets.
Furthermore, between February and
November 2017, the Swiss authorities
arrested individuals on terrorism
charges for preparing and facilitating
jihadist travel to the Iraqi-Syrian conflict
zone; for providing financial support to
IS; for the radicalisation of a number
of persons from Italy and Switzerland;
for travelling to the Iraqi-Syrian conflict
zone; as well as for association and
support of terrorist organisations.
In 2017 various Dutch or Dutch
speaking jihadists, including members
of both al-Qaeda and IS, threatened to
commit attacks against the Netherlands
or called upon others to do so, both
online and offline. In a number of cases,
the threats seem to have originated
from Syria. The Netherlands reported
that IS in particular continued to make
full use of the network that foreign
jihadists in Iraq and Syria had access to,
in their home countries.
Finally also of note, is that jihadists
located in different (non-European)
locations may increasingly focus on
attacking local Western targets, as it
becomes increasingly difficult to travel
to conflict zones such as Iraq and Syria.

TR AVEL OF WOMEN AND
CHILDREN
Austria noted that a number of women
(including minors), left or wanted to
leave for the war zone. They reported
that contacts were established via
the internet and by friends and
acquaintances. Some of the women
married foreign terrorist fighters under
Islamic law, sometimes via social media.
The UK also reiterated that there was
an increase in the number of women,
families and minors engaging in the
conflict, although they remained a small
proportion of overall travellers.
The Netherlands reported that there
were indications that Dutch jihadists
in Iraq or Syria – mainly women and
minors – were in refugee camps or in
the hands of non-jihadist combatants.
The Netherlands assessed that in the
near future a number of men, but
mainly women and/or minors, would
probably attempt to reach to the
Netherlands (potentially also posing as
victims in order to deflect authorities’
attention). Moreover, Belgium asserted
that the returning wives (and children)
of jihadists also caused concern, due
to the reported involvement of female
activists in preparing attacks.
Consequently, the presence of both
returnee men and women, and to an
extent minors (who together with their
parents have stayed with FTFs/jihadists
in the conflict zone, or have themselves
undergone indoctrination and military
training) are believed to comprise a
continuous threat to security.

USE OF IRREGUL AR
MIGR ANT FLOW
As previously reported, terrorist use of
the migrant flow has been observed,
but it is not deemed systematic.
Austria reported that it was particularly
affected by migrant flows emanating
from the conflict areas of Africa and
Asia, but there is not enough evidence

to assess whether potential terrorists
have been smuggled in systematically
via these flows. They did, however,
state that in several cases the
suspicion that certain individuals were
members of a terrorist organisation
was substantiated, and that some
individuals who came to Austria along
with the migrant flows were arrested
for suspicion of supporting, or being a
member of, IS.
Investigations in Greece and Italy also
did not support the suggestion that
terrorists were systematically using the
migrant flow in 2017 – but they could
not rule out the possibility that these
flows and/or posing as refugees might
be used as a method in the future to
enter Europe. Romania reported that
the activities which facilitate (illegal)
migration from the conflict areas do
not appear to have ties to terrorist
organisations, and are mainly financially
motivated.
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Numerous IS videos produced during
2017 reiterated the urgency of carrying
out retaliatory attacks against the West,
and their publications emphasised
the atmosphere of terror and panic in
the aftermath of attacks carried out
in Western countries. IS continued
to encourage individuals to carry out
terrorist attacks in countries of the
anti-IS coalition, with whatever means
they have at their disposal, including
bladed weapons, vehicles and arson,
which, were explicitly suggested in IS
propaganda, among other things.

Finally it has been assessed to be more
difficult now for terrorists to exploit
the migrant flow, owing to increased
security measures, such as intensified
control of EU borders. Nonetheless,
travel to Europe may still be possible,
for instance via third countries using
stolen or forged travel documents.

INCITEMENT OF LONE AC TOR
AT TACK S IN THE WEST
A continuing point of similarity between
al-Qaeda and IS is the explicit call for
lone offenders to target civilians in the
West. Over 2017, the two major jihadist
organisations disseminated operational
manuals with instructions on how to
carry out these attacks. The differences
lie in the way in which they convey the
message and the justifications provided.
Al-Qaeda bases its propaganda on
political grievances, uses a softer tone
and justifies the lone actors’ attacks

as a natural reaction to the perceived
injustice suffered by Muslims. For
example, in an audio speech published
on 7 May, Qasim al-Raymi, the leader
of al-Qaeda in the Arabian Peninsula
(AQAP), called for lone actor attacks
in the West in retaliation to tragedies
suffered by Muslims around the world.
Such attacks, he explained, would have
a deterring effect on the West’s actions
in Iraq, Syria, the Arabian Peninsula
(i.e. Saudi Arabia and Yemen) or Asia.
The group also published a new issue
of its English-language electronic
magazine Inspire in August, in which it
praised lone actor attacks in the USA
and suggested modus operandi for the
perpetration of attacks.
IS considerably more ruthless rhetoric
purports to be embedded in Islamic
eschatological tradition, the idea
that the final confrontation between
good and evil is approaching and
every individual must choose sides.

For much of 2017 IS was quick to claim
that attacks had been committed in its
name and to take responsibility, despite
a lack of substantiating evidence.
In several cases the subsequent
investigations did not bring to light a
link to the group, such as with regard
to the mass shooting on 1 October
targeting an open air concert in Las
Vegas, USA, which killed 58 people and
injured several hundred. IS was quick to
describe the perpetrator as a “soldier of
the caliphate” in an official statement
and as an “IS soldier” in A’maq News
releases, alleging that he converted
to Islam several months before the
attack. By the time of writing, however,
no evidence of a jihadist motivation
of the perpetrator or links to IS have
come to light. IS also claimed an attack
on a casino in Manila, the Philippines,
on 2 June 2017 which killed at least 36
people. The Philippine National Police,
however, stated that the attack more
likely had a criminal background.
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TERRORIST USE OF THE
INTERNE T AND SOCIAL
MEDIA
Online propaganda continues to be
an essential part of jihadist terrorist
attempts to reach out to EU audiences
for recruitment, radicalisation and
fundraising. The often rudimentary
and fragmented knowledge of Islam of
aspiring jihadist terrorists, derived from
religious texts selected to fit a violent
ideology, makes them vulnerable to
being influenced and used by those
who misuse religion to incite violence.
The serious losses that IS sustained
in territory and human and material
resources in 2017 had a significant
impact on the organisation’s media
production capabilities. The IS media
department was forced to relocate
and restructure. The increased military
pressure resulted in a noticeable
disruption of its media activities
and a marked decline in the quality
and quantity of content production,
especially in the second half of 2017.
By December however, the IS media
network began showing signs of
recovery and increased its content
output slightly.
Nevertheless, IS media appeared to
have remained centralised in 2017
despite the evident damage caused to
its media infrastructure. The weekly
al-Naba’ newsletter, for example,
continued to state on its front page
that it was produced by IS’s “media
Diwan [ministry]”. IS provincial media
outlets that generated higher media
output in 2017 appeared to match
with regions witnessing heightened IS
military activity. In these areas local IS
media staff likely maintained smoother
communication means with the various
central media mouthpieces. Apart
from al-Naba’, in 2017, IS officially
endorsed propaganda outlets were
the A’maq News Agency, the al-Hayat
Media Centre, the al-Furqan Media
Production Company, the al-Ajnad
Media Production Company, the alHimma Library and al-Bayan Radio.

Since its creation in 2014, A’maq News
had acted as an independent news
outlet, pretending to be a journalistic
organ. By 2016 it had become one of
the main tools for IS to claim attacks,
including lone actor attacks in western
countries30. IS officially endorsed A’maq
News in July 2017. The Nashir Agency
is also suspected of belonging to the IS
media apparatus, although it has not
been formally or publically endorsed by
the IS.
By the end of 2017, IS’s main publication
remained the weekly Arabic newsletter
al-Naba’ (“the news”). Starting in 2016
the organisation launched Rumiyah).
In 2017, Rumiyah was published in
Bosnian, English, French, German,
Indonesian, Kurdish, Pashto, Russian,
Turkish, Urdu and Uyghur on a near
monthly basis. However, the publication
however ceased after its 13th issue,
which was released on 9 September
Europol, EU Terrorism Situation and Trend Report
(TE-SAT) 2017, 2017, pp. 26-30.
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2017. Al-Naba’ and Rumiyah, although
addressing different audiences, had
the similar goal of setting and adjusting
the organisation’s political discourse
and highlighting significant ideological
developments. Additionally, alNaba’ provided in-depth information
on military advances and practical
guidance on how to carry out terrorist
attacks. With the interruption of
Rumiyah, the organisation’s ability
to reach out to non-Arabic speaking
audiences outside and inside Iraq and
Syria significantly decreased.
In addition to the decrease in
propaganda production, IS online
dissemination capabilities were heavily
curtailed by the increasing disruption
efforts led by social media companies
working jointly with law enforcement
agencies and government bodies. This
clampdown resulted in further and
more extensive disruption of IS activity
on a number of major social media
platforms.
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In 2016 a large proportion of IS
sympathisers had already migrated
from their main hubs on Facebook
and Twitter to Telegram, an encrypted
messaging application perceived as
more secure and less law-enforcement
friendly. 2017 saw them move further
from public Telegram channels to
private and closed chat groups, for
which a link key – available for a
short period of time and shared on
associated channels – is needed to
gain access. Due to this mechanism,
combined with the fact that
information on Telegram can neither
be searched (without prior access to
the given channel) nor indexed by
search engines, Telegram remained
a relatively safe haven, albeit with
limited outreach and recruitment
potential. As a result Telegram is
largely used for community-building,
discussing targets and methods of
attacks, advertising links to material
posted on more accessible platforms
and coordination of so-called media
raids (ghazawat i’lamiyya) to be
launched on Twitter and other social
media platforms. For example, the proIS Nashir Telegram channel, stressing
the need to reach out to wider
audiences, increased its calls to IS
supporters, starting in late March 2017,
to occupy popular platforms such as
Facebook, Instagram and Twitter and
has itself repeatedly attempted to set
up accounts on these platforms.
In order to counter the large-scale
closure of IS supporter accounts
on various platforms, dedicated
volunteers have been working for
the past few years on building a pool
of accounts (Al-Ansar Bank or “bank
of supporters”) on Facebook, Gmail,
Instagram and Twitter. These accounts
enable IS sympathisers to bypass
the registration process, thereby
ensuring their anonymity, and to
retain an online presence when their
accounts are shut down. Similarly,
IS sympathisers continued to invest
resources into promoting open source

tools which ensure anonymisation of
communication (e.g. TOR Browser,
TAILS OS) on specific IS propaganda
sites and some Darknet sites in order
to safeguard the interests of their
sympathisers when accessing online
terrorist propaganda. The need for
increased secrecy also led online
sympathisers to revert to blogs and
traditional web forums, more adapted
for peer-to-peer mentoring, as well as
to smaller platforms with less capacity
for – or focus on – carrying out
disruptive procedures.
At the same time, sympathisers of
terrorist organisations (IS and alQaeda) continued to take advantage
of cryptocurrency adoption. IS, for
example, triggered cryptocurrency
donation campaigns (e.g. Bitcoin
donations) in IS-affiliated websites,
as well as in chat environments (e.g.
Telegram), in order to raise funds.
The decrease in official IS propaganda
in the last quarter of 2017 spurred
IS supporters into producing more
user-generated – and translating
older – content (UGC), thereby
blurring the distinction between
official and unofficial activism.
Indeed, despite retaining a close
group of core sympathisers for
reasons of authentication, IS has
gone to great lengths to glorify
information warfare and repeatedly
encourages sympathisers to become
more active online. The IS’s supple
definition of media operatives – which
encompasses the organisation’s “war
correspondents” as much as online
propagandists – and the possibility of
taking part in active, yet lower-risk,
activism has encouraged many to join
the circle of these “martyrdom-seekers
without a belt”. This strategy seems
to have been designed to bolster the
resilience of IS’s online media model.
Most of this UGC focuses on praising
the attacks perpetrated by IS affiliates,
or on inciting Muslims in Western
countries to take part in the struggle.
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Other sympathisers focus on archiving
historical content (including on the
Darknet) and creating clearinghouses
and libraries, with some providing
bespoke services. The importance
of these archivists has grown as the
organisation lost the ability to dominate
the online space with large quantities of
new material. As a result, IS retains an
extensive archive of material across a
variety of online platforms.
In 2017 it became increasingly difficult
to locate terrorist content in English on
major social media platforms, such as
Facebook and Instagram. This is both
because English content was taken
down more quickly and less material
was produced in the English language.
Arabic content, by contrast, as well as
emotive chants (anashid) and nonvisual content, was still widely available
and accessible on Facebook and
YouTube. This may be because social
media companies have, in general, been
quicker to respond to videos containing
extreme violence than to speeches
or ideological treatises produced by
terrorist groups but which feature no
explicit calls to violence. Similarly, social
media companies’ focus on removing
violent content produced mostly by
IS has led to material produced by its
rivals, such as al-Qaeda or Hay’at Tahrir
al-Sham, becoming more visible. For
instance, al-Qaeda released several
recordings of Hamza bin Laden, a son
of al-Qaeda founder Osama bin Laden,
in 2017, including a speech in May in
which he called for lone actor attacks
in the West. The organisation might
want to attempt to exploit his name
in order to regain prominence on the
international stage.
In this context, it is worth noting that
only a fraction of terrorist propaganda
(both for al-Qaeda and IS) features
ultraviolent videos. The larger portion
of propaganda material has focused
on community projects, religious
preaching or even poetry recitals. The
promise is that of a culturally engaging
environment where redemption is
possible. As such, non-violent material

is an integral part of the propaganda
message and is in many ways more
insidious. Indeed jihadist organisations
have long realised the importance of
garnering more followers and appealing
to those who would otherwise shy away
from these groups’ brutality, but who
are nevertheless moved by the idea of a
global Muslim community (umma) and
caliphate.
In terms of narrative, the discourse
promulgated by the major jihadist
groups (IS and al-Qaeda) remained
largely constant over 2017, although
a few changes were noted. IS
propaganda, in particular, witnessed
a significant thematic shift since 2016.
Idyllic depictions of governance and
civilian life in the caliphate dropped
considerably. These were replaced by
a defensive and defiant discourse and
a stronger focus on victimhood and
resilience. Just as it does for al-Qaeda,
IS ideology rests on a strong sense
of injustice. More than in previous
years, propaganda released in 2017
told a story of existential conflict, in
which Sunni Muslims are portrayed as
the primary victims of a coalition of
Christians, Jews and Shi’i Muslims.

It is safe to say that the IS core
narrative, namely the establishment
of a functioning caliphate, failed in
2017. Likewise its focus on apocalyptic
eschatology (and the Dabiq discourse31)
lost much of its resonance. Instead
of conceding defeat, however, the
organisation attempted to reframe
how it defined victory. It professed the
inconsequentiality of territorial control
and emphasised the prophetic nature
of the “trials and tribulations” that it
faced, stressing that these were proof
that the group was on the right path
and that victory was imminent. In a
further show of denialism, IS focused
on documenting raids carried out by
its fighters on remote army outposts
in Iraq and Syria in an attempt to prove
that it still held sway over strategic
areas and that mainstream media was
merely peddling fake news to damage
sympathisers’ morale.
Whereas IS propaganda continued
to present the group’s choices as the
only true interpretation of Islam, a
31
Including the final battle between good and evil
which according to Islamic tradition will take place
in Dabiq in northern Syria. IS lost Dabiq to Turkish
troops in 2016.
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fragmentation on ideological grounds
within IS also came to the fore in 2017.
In May, the Delegated Committee32
issued a circular which attempted
to set out the group’s approach to
takfir, the act of declaring other
Muslims unbelievers, which for IS is a
justification for their killing. In addition,
several doctrinal IS publications were
declared void. The May circular argued
that takfir was a foundation and an
obligation of the Islamic faith and
held the opinion that ignorance in this
matter was not excusable (a principle
roughly equivalent to ignorantia
juris non excusat). In practice this
interpretation means that anyone
doubting the judgements of IS with
regard to the definition of the enemy
would himself be liable to be killed.
A number of indications, including an
article published in al-Naba’ in midJune, which hinted at the apostasy of IS
leader Abu Bakr al-Baghdadi, suggest
that the memo exacerbated simmering
conflicts within IS, which ultimately
led to its repeal. A circular published
in October 2017, supposedly after a
shift in personnel within the Delegated
Committee, revoked the earlier
previous memo and reinstated the
earlier IS ideological guidelines.
A major contrast in narratives between
al-Qaeda and IS lies in the fact that the
former has taken great pains – since
The al-Lajna al-Mufawwada (“Delegated
Committee”) is the highest decision making body
within IS after the caliph.
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2011 and due to a failed experience
in Yemen – not to alienate local
populations and instead to embed
itself into local insurgencies in order to
court local appeal and establish robust
support bases. Al-Qaeda leader Ayman
al-Zawahiri in particular appeared to be
conscious of the importance of popular
support and continuously advised
against actions that would antagonise
Muslim masses. This was made obvious
in the code of conduct issued by
al-Qaeda in the Indian Subcontinent
(AQIS) in June 2017 – and drafted in
consultation with al-Zawahiri – which
forbade carrying out operations that
have the potential to alienate the
masses. As such, it sees itself more as
a spiritual spearhead and recognises
advantages in letting locals take
command over issues of security and
governance.
Another interesting element to note
is the evident development in the
way terrorist movements reach out
to – and attempt to engage and recruit
– women. IS female sympathisers in
particular have successfully made use
of the internet to mentor and mobilise
other women.

In contrast to al-Qaeda, which
conceded that women were allowed
to fight but never encouraged them
to do so, IS appeared to be openly
calling on women to take up arms.
An article published in al-Naba’ on 5
October, entitled “The duty of women
in [waging] jihad against the enemies”,
encouraged women to take part in
armed action. This followed on from
an article published in Rumiyah in July,
in which the “courage and sacrifice” of
women who fought alongside Prophet
Muhammad are given as examples
for today’s mujahidat to emulate. The
call to take up arms came as IS was
haemorrhaging territory and marked
a shift away from its earlier discourse
where women were described as
essential but in which their supportive
role was emphasised (mainly providing
financial support to jihad, taking care of
their husbands and producing children).
Nevertheless, as is evident in Rumiyah
Issue 12, a woman’s default role is still
that of a home-maker and caretaker of
her family.
Moreover, IS promotes the idea that
every Muslim, regardless of his/her
physical condition, can play a role in
jihad. It has issued at least three videos
in recent months featuring disabled
fighters to reinforce this argument.
IS propaganda also continued to
showcase minors and children,
thereby stressing the importance of
handing down the message to future
generations. Videos featured children
taking part in religious and military
training. On a few occasions, they were
also filmed carrying out extra-judicial
executions of prisoners. IS teaches
these children IS ideology to prepare
them for their role on the battlefield
and to reinforce their determination.

