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FOREWORD 

In 2017 European countries were 
again hit by terrorist attacks and there 
were many innocent victims of this 
indiscriminate violence. It therefore 
goes without saying that combatting 
terrorism remains a top priority for 
Europol.

To fight terrorism, it is essential to 
have optimal information exchange 
and accurate data. That is why the EU 
Terrorism Situation and Trend Report 
(TE-SAT) was created in 2007 so that the 
European Parliament and all national 
governments and police forces have an 
overview of the European situation on 
an annual basis. Since the first report, 
which gave an overview of the situation 
in 2006, many things have changed. 
Although it already appeared that the 
internet played an important role in the 
radicalisation of some perpetrators, 
and terrorists showed a preference 
for improvised explosive devices, 
the terrorist landscape has further 
diversified and the threat has increased. 

In the years following the first edition 
of the TE-SAT, the overall number 
of terrorist attacks in the European 
Union (EU) decreased, largely owing 
to a substantial drop in the number 
of separatist attacks, which over a 
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“We must never 
forget that behind 
every number there 
is an innocent 
victim.”

ten-year period comprised the largest 
proportion of attacks reported by 
Member States. In contrast, the 
threat of jihadist terror has increased 
considerably since 2006, culminating 
in large-scale attacks such as those 
in Paris in 2015 and in Brussels, Nice 
and Berlin in 2016. Attacks committed 
by right-wing extremists have rarely 
been reported by Member States over 
the years and were therefore never 
prominently covered in the TE-SAT. 
The same applies to acts of single-
issue terrorism, whereas left-wing 
extremist terrorism appears to be a 
constant in some Member States, as 
reflected in the TE-SAT reports over the 
years. However, none of the reported 
activities in any terrorist category have 
been as lethal and have had such an 
impact on society as a whole as those 
committed by jihadist terrorists – such 
as those also committed in 2017 and 
since the beginning of 2018.

This 2018 edition of the annual TE-SAT 
provides an overview of the nature 

and volume of terrorism that the EU 
faced in 2017. Although the majority 
of Member States reported that they 
did not experience any terrorist attacks 
during the reporting period, the human 
suffering and the threat of attacks 
remains high. In this report you will 
not only find information about how 
many terrorist attacks took place in 
2017, but also the number of arrests 
and convictions for terrorist crimes. A 
brief overview of the terrorist situation 
outside the EU is also included.

I would like to thank all EU Member 
States, Eurojust and our cooperation 
partners outside the EU for their 
contributions to the TE-SAT 2018. 
Finally, I would like to acknowledge 
the work of the members of the 
Advisory Board, consisting of the 
‘troika’ (Presidencies of the Council 
of the EU, namely Estonia, Bulgaria 
and Austria), France, Spain, Eurojust, 
the EU Intelligence and Situation 
Centre (INTCEN) and the Office of the 
EU Counter-Terrorism Coordinator. 
Their valuable contributions were 
indispensable for the production of this 
2018 edition of the TE-SAT.

The numbers in this report are not 
just statistics. Behind every number is 
human suffering. I therefore want to 
close this foreword with a thought for 
the victims of terrorist violence.



Recent attacks prove jihadist terrorists’ preference 
for attacking people rather than other targets 
provoking less of an emotional response from the 
general public, such as damage to premises or loss 
of capital.

Jihadist attacks are committed primarily by home-
grown terrorists, radicalised in their country of 
residence without having travelled to join a terrorist 
group abroad. This group of home-grown actors is 
highly diverse, consisting of individuals who have 
been born in the EU or have lived in the EU most of 
their lives, may have been known to the police but 
not for terrorist activities and often do not have 
direct links to the Islamic State (IS) or any other 
jihadist organisation.

#1

#3

#4

#2 Recent attacks by jihadist terrorists have followed 
three patterns: indiscriminate killings (London, 
March and June 2017; and Barcelona, August 
2017); attacks on symbols of Western lifestyle 
(Manchester, May 2017); and attacks on symbols 
of authority (Paris, February, June and August 
2017). New attacks in the EU by jihadist terrorists 
following one of these patterns or a combination 
thereof are highly likely.

In recent years there has been an increase in the 
frequency of jihadist attacks, but a decrease in the 
sophistication of their preparation and execution. 
Jihadist attacks, however, cause more deaths and 
casualties than any other terrorist attacks.
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#5

#6

#7

#8

Online propaganda and networking via social media 
are still essential to terrorist attempts to reach out 
to EU audiences for recruitment, radicalisation 
and fundraising. As IS’s capacities to produce new 
propaganda material are severely affected by losses 
of both operatives and infrastructure, the group 
continues to spread its message to wide audiences, 
by increasingly redistributing older material by new 
means.

The number of individuals travelling to the conflict 
zones in Iraq or Syria to join jihadist terrorist groups 
as foreign terrorist fighters has dropped significantly 
since 2015. The number of returnees was low in 
2017.

Jihadist terrorists may operate in groups, but 
have often found to be lone actors. They may have 
managed to keep their environment completely in 
the dark about their intentions prior to the attack. 
However they may have friends and relatives in their 
environment who know of, sympathise with, facilitate 
or even assist in the preparation of an attack.

The often rudimentary and fragmented knowledge 
of Islam of (aspiring) jihadist terrorists makes them 
vulnerable to being influenced and manipulated 
by those who selectively use religious texts to fit a 
violent ideology.
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#10

#9

#11

#12

Ethno-nationalist and separatist terrorist attacks 
continue to far outnumber attacks carried out by 
violent extremists inspired by any other ideologies or 
motivations.

The degradation of IS organisational structures may 
reduce the attractiveness of the group. However, 
this may not affect the threat of jihadist terrorism, 
as disaffected IS members and sympathisers – 
including those residing in EU Member States – will 
likely continue to adhere to jihadist beliefs and might 
be drawn to join other groups, such as al-Qaeda. 
Al-Qaeda is still a powerful player and actively 
encourages terrorist attacks in the EU. Near-future 
terrorist activities in the EU ordered, guided or 
inspired by al-Qaeda or other jihadist organisations 
remain a realistic possibility.

The violent right-wing extremist spectrum is 
expanding, partly fuelled by fears of a perceived 
Islamisation of society and anxiety over migration.

There is no evidence of chemical, biological, 
radiological or nuclear (CBRN) weaponry being used 
by terrorists in the EU, despite indications of jihadist 
terrorists taking an active interest in its possibilities. 
Improvised explosive devices, firearms and 
improvised weapon, such as knives and vehicles, 
are the weapons of choice with which recent 
attacks were carried out. These weapons, except for 
explosive devices, do not require much preparation 
or special skills to be employed in terrorist attacks, 
which are either carefully prepared or carried out 
spontaneously.
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terrorist attacks and 
suspects arrested

Attacks

In 2017 a total of 205 foiled, failed 
and completed terrorist attacks were 
reported by nine EU Member States. 
The United Kingdom (UK) experienced 
the highest number of attacks (1071), 
followed by France (54), Spain (16), 
Italy (14), and Greece (8). Belgium and 
Germany reported 2 attacks each; 
Finland and Sweden noted 1 attack 
each. Spain, Finland and Sweden 
reported on jihadist terrorist attacks 
after a long period of having been 
unaffected by this phenomenon. In 
2017 68 victims died as a result of 
terrorist attacks and 844 people were 
injured2. Similarly to 2016, nearly all 
reported fatalities and casualties were 
the result of jihadist terrorist attacks3.

The total number of attacks (205) is 
a deviation of the downward trend 
that started in 2014 owing to a 45 % 
increase in the number of attacks in 
2017 compared to 2016 (142).

Overall, attacks specifically classified 
as ethno-nationalist and separatist 
accounted for the largest proportion 
(137) and represent an increase 

1 88 attacks reported by the UK were acts of 
security-related incidents in Northern Ireland. Of 
these, five involved attacks on national security 
targets.
2 Data sourced from media reports and 
contributions of EU Member States. Figures exclude 
casualties of Northern Ireland security-related 
incidents.
3 62 people died and 819 were injured in jihadist 
attacks in 2017.

compared to 2016 (99). The countries 
reporting terrorist attacks linked 
to separatist terrorism are the UK 
(88), France (42) and Spain (7). The 
number of jihadist terrorist attacks 
more than doubled, from 13 in 2016 
to 33 in 2017. Attacks carried out by 
left-wing terrorists reached a total 
of 24, of which most were reported 
by Greece (8) or performed by Greek 
perpetrators in other countries (2).

Terrorist attacks primarily targeted 
civilians and private enterprises, 
followed by public institutions and 
representatives of law enforcement 

(police and military forces). In terms 
of weaponry, the use of firearms and 
explosives were the most prevalent4. 
However, compared to previous year, 
the use of explosives decreased from 
40% to 30%. Firearms were used in 
41% of all attacks, a slight increase 
compared to 2016 (38%). Hungary 
mentions that because of the past 
conflicts between Western Balkan 
countries and the ongoing unrest in 
Ukraine, large amounts of small arms 
are available on the market.

4 88 security-related incidents in Northern Ireland 
included 58 shooting incidents and 30 bombings.

figure 1
Number of failed, foiled or completed 
attacks from 2014 to 2017.

226

193

2014 2015 2016 2017
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205
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figure 2
Failed, foiled or completed attacks by 
affiliation in 2017.
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Arrests
In 2017 a total of 975 individuals 
were arrested in the EU for terrorism-
related offences, which represents 
a continuation of a downward trend 
(1077 in 2015; 1002 in 2016). 18 EU 
Member States reported arrests of 
suspects. Similarly to 2016, the overall 
number of arrested persons remained 
highest in France (411), the UK (168) 
and Spain (91).

Most arrests (705 out of 7915) were 
related to jihadist terrorism. This 
number does not follow the trend of a 
continuous increase in jihadist arrests 
prevalent over the past three years 
(395 in 2014; 687 in 2015; and 718 in 
2016). Similar to 2016 the number of 
arrests for left-wing and right-wing 
terrorism remained low (36 and 20 
arrested persons in 2017 respectively; 
31 and 12 – in 2016). The number of 
arrests for separatist terrorist offences 
continued to decrease sharply (168 in 

5 184 terrorism-related arrests for 2017 were 
reported without differentiating between types of 
terrorism, therefore they are not included in the 
ranking.

2015; 84 in 2016 and 30 in 2017).

In 2017 most arrests (660) were 
performed on suspicion of 
participating in activities of a terrorist 
group; planning; and preparing attacks. 
73 persons were arrested on suspicion 
of facilitating terrorism (dissemination 
of propaganda, recruitment and 
financing of terrorism). Arrests for 
travelling to conflict zones for terrorist 
purposes continued to decrease for the 
third year in a row (141 in 2015; 77 in 
2016 and 28 in 2017).

The average age of those arrested was 
30, with 45% of the suspects falling 
in the range of 20-30 years old; 25% 
in the range 30-40 years old. More 
than 80% of the arrestees were male. 
The number of EU citizens among 
the arrestees comprises 50% and is 
between the proportions of previous 
years (58% in 2015; 43% in 2016).

figure 3
Number of arrested suspects from 2014 
to 2017.
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figure 4
Attacks and arrests by EU Member State 
in 2017.
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terrorist and violent 
extremist activities

Financing of terrorism

In 2017 Member States carried out several 
investigations into financing of terrorism. 
One major investigation focused on a large 
network of Lebanese nationals offering 
money laundering services to organised 
crime groups in the EU and using a share 
of the profits to finance terrorism-related 
activities of the Lebanese Hezbollah’s military 
wing. The cooperation of these money 
launderers and Hezbollah’s military wing 
was a clear example of a nexus between 
organised crime and terrorism. Another 
such investigation dealt with the financial 
support of foreign terrorist fighters (FTFs) 
in the conflict zones in the Middle East (Iraq 
and Syria) and North Africa (Libya). This 
investigation uncovered the mechanism used 
by FTFs to obtain financial support from 
their families in Europe through a network 
of facilitators and money collectors. The 
monitoring of around 5 000 money transfers 
from around 2 000 senders to around 1 000 
recipients, for a total amount of more than 
EUR 2 million, provided proof of life of 
known FTFs and, interestingly, also identified 
previously unknown FTFs and sympathisers 
of IS.

The above investigations and other cases 
of financing of terrorism together illustrate 
the diverse methods that the financing 
of terrorism may employ, from very basic 
to highly complex schemes. In terrorism 
financing, cash transactions, in which 
couriers may be used, and unregulated and 
illegal financial networks take a prominent 
role. The use of informal value transfer 
services6 adds significant complexities to 

6 Hawala is an informal method of money transfer based on 
trust and honour, operating outside the traditional banking 
system, whereby money is paid to a network of brokers 
(known as a hawaldars).

ascertaining the origin and destination of 
financial transactions. Value transfer systems 
such as hawala are highly adaptable to 
conditions such as war, economic sanctions 
and blockades, and are reliable alternative 
outside of the conventional banking system. 
They offer possibility to transfer money 
without direct money/value flows between 
sender and receiver thus tracing the money/
value flow in a hawala network is virtually 
impossible. Many prominent hawala 
operators are based in the United Arab 
Emirates (UAE), which frequently serves as 
the international platform for illicit finance 
activities.

Money being transferred via the hawala 
system generally moves from – and not to 
– the EU. It is probable that hawala is used 
more often by support networks that send 
money to terrorist organisations abroad than 
for plotting attacks within the EU.

Diaspora communities living in the EU 
play a significant role in financing and 
procurement activities for conflicts in their 
countries of origin. There is a high potential 
for mobilisation with regard to fundraising 
among jihadist sympathisers. In most cases, 
the calls for donations are made in mosques, 
via websites and web fora. Non-profit 
organisations (NPO) may be used for money 
laundering and terrorism financing under the 
umbrella of humanitarian activities.

The Partiya Karkeren Kurdistan (PKK, 
Kurdistan Workers’ Party) is known to 
systematically and, if need be, forcibly collect 
funds in the EU to finance its activities. The 
organisation also uses front organisations 
and charities in the EU for this purpose and 
is suspected of being involved in criminal 
activities to supplement its income to cover 
expenses in Turkey, the Middle East and 
Europe.
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Kidnapping remains a high-profile 
form of jihadist terrorism impacting 
on foreign nationals overseas. The 
prospect of large ransom payments, 
apart from prisoner exchanges or 
increased notoriety via propaganda, 
ensures terrorist groups continue to 
view foreign hostages as valuable 
commodities.

Most terrorist activities with which 
the EU was confronted in recent 
years, irrespective of affiliation, 
were inexpensive and did not 
require external sources of funding, 
in particular attacks committed by 
lone actors using weapons such as 
cars and knives. For instance, micro-
financing of jihadist groups operating 
in the EU usually works via the private 
financial means of group members. In 
addition to licit employment incomes, 
state subsidies and social benefits, 
funds provided from like-minded 
individuals within the community are 
the main sources of income. Dissident 
Republicans in Northern Ireland 
are associated with both minor and 
serious criminality, including drug 
dealing, extortion and fuel laundering7. 
Anarchist and right-wing extremist 
groups are mainly financed by their 
members through contributions and 
fundraising events (parties, concerts). 
Members of the anarchist and left-wing 
extremist milieus have been found to 
sometimes revert to crime (robberies of 
banks and supermarkets).

Virtual currencies, among which 
Bitcoin is the most well-known, have 
gained popularity due to their key 
characteristics that include ease of 
access, anonymity, safe transactions, 
low cost and high speed for 
international transfers. Their expansion 
among terrorist organisations, however, 
seems to be slow and has not yet 
matched the use made of them by 
organised crime groups, especially 
those involved in cybercrime. The 
number of known cases of virtual 
currencies related to terrorism 
financing remains very low.

7 Fuel laundering is removing the dye from low-price 
dyed fuel and selling it illegally at the higher price of 
undyed fuel.

Explosives

Although the majority of attacks in 
2017 were committed using simple 
means, the use of explosives remains 
a preferred modus operandi for 
terrorists, because of their proven 
effectiveness and, for jihadist terrorists 
in particular, their ability to create mass 
casualties and high media impact. In 
a number of jihadist attacks in 2017, 
the perpetrators wore person-borne 
improvised explosive devices (PBIEDs) 
in suicide vests or belts, although these 
mostly proved to be fake.

Anarchist groups have used explosives 
against state structures, including 
public services and services of general 

interest; economic structures, such 
as banks, branches of multinational 
companies; and law enforcement 
targets. These anarchist groups either 
sent parcels with explosive contents 
to their targets by postal services, left 
improvised explosive devices (IEDs), 
improvised incendiary devices (IIDs) at 
their target locations, or carried out 
attacks by throwing IEDs or IIDs while 
passing their targets.

However, lacking the ability to acquire 
military-grade explosives and firearms, 
or having no wish to do so (possibly 
to evade the higher risk of detection) 
has led terrorists to primarily use 
rudimentary IEDs made of home-made 
explosives (HMEs). The HME production 
undertaken by the cell responsible for 
the August 2017 attacks in Barcelona 

12TESAT 2018



GENERAL OVERVIEW 13

and Cambrils, for example, has shown 
that jihadist individuals and groups may 
have the ambition to execute complex 
plans and conduct large-scale IED 
attacks. The acquisition of HME-making 
knowledge has mostly been facilitated 
by the internet and encrypted social 
networks, such as Telegram, WhatsApp 
and Facebook. Even though content 
such as bomb-making instructions 
is continually removed from the 
internet, various sites persist where 
such information can be retrieved. 
The internet is also increasingly used 
for online procurement of explosives 
precursors through web shops located 
in various EU Member States. The 
procurement of explosives precursors 
from outside the EU is also facilitated 
by legal companies apparently 

conducting legitimate business.

With regard to HMEs used by jihadist 
terrorists, triacetone triperoxide (TATP) 
continued to be predominant. It was 
noted however, that in some cases, 
terrorists used TATP in combination 
with other types of explosive materials, 
in order to enhance the IED’s power 
and aggravate their lethal effects. In 
those instances TATP has mostly been 
used as a booster, while the terrorists 
used ammonium nitrate (AN)-based 
explosives and/or gas cylinders/
cartridges as a main or additional 
charge.

In 2017 IEDs used in anarchist attacks 
were made from an array of readily 
available shop-bought materials. They 
were simple devices for which no 

special knowledge was required. The 
attack methodologies and capabilities 
used by Dissident Republican (DR) 
groups in Northern Ireland vary. In 
many attacks, firearms or small IEDs 
such as pipe bombs were used, but 
they also deployed larger and/or 
potentially more destructive devices 
such as vehicle-borne IEDs (VBIEDs) and 
explosively formed projectiles (EFPs). 
All groups retain access to a range of 
firearms and explosives and there is an 
ever-present threat of under-vehicle IED 
attacks.

Explosive remnants of war (ERW) and 
illicit trafficking of explosives from 
former conflict areas still present a 
significant threat to the EU. Hand 
grenades, rocket launchers, high-grade 
explosives and detonators are mostly 
used by various organised crime groups. 
However, some terrorist groups, such as 
Northern Irish DR groups, are known to 
have acquired and used these weapons 
as well. Some of the military explosive 
ordnance is sourced via thefts from 
military explosive storage facilities 
and the illegal collection of ERW and 
unexploded ordnance (UXO).

The use of pyrotechnics in constructing 
IEDs is mostly employed by left-wing 
extremist and separatist groups. 
However, there have also been cases 
in which jihadists have misused 
pyrotechnic articles (alone or in 
combination with HMEs) in preparing 
IED attacks. This development might 
be explained, at least partially, by 
the lack of success by some terrorists 
with regard to producing and using 
TATP. In addition to legal pyrotechnics 
shops and illegal street markets, online 
shops and vendors on various social 
networks have become the main 
sources of illegal pyrotechnic articles. 
Their characteristics and availability 
make pyrotechnics a viable alternative 
to TATP and their use in IEDs has been 
widely promoted in various online 
jihadist bomb-making instructions. 
Using gas cylinders to cause explosions 
in attacks is also promoted through 
these media.



CBRN

As in previous years, no terrorist 
attacks using chemical, biological, 
radiological or nuclear (CBRN) 
substances were recorded in the EU in 
2017. No EU Member States reported 
that any of their investigations involved 
planning or preparations for terrorist 
attacks with a CBRN component, such 
as recruitment of skilled individuals, 
attempts to access CBRN facilities or to 
acquire CBRN materials.

CBRN-related topics recurrently 
appeared in the terrorist propaganda 
online. The number of online 
jihadist propaganda messages and 
tutorials addressed to lone actors 
and proposing easy-to-implement 
scenarios for small scale CBRN attacks 
increased compared to previous years. 
In particular, several jihadist media 
outlets used social media channels 
to release knowledge about chemical 
weapons and related terror tactics in 
2017.

CBRN materials recommended as 
terrorist weapons are usually toxic 
industrial chemicals accessible within 
the EU due to their dual use nature 
and use in many peaceful applications. 
Several documents from the “Knights 

of Lone Jihad” series8, released by 
Furat Wilayah Channel in English in 
2017, specifically suggested CBRN 
scenarios involving food and water 
contamination as possible terrorist 
tactics for lone actors. The proposed 
simple methods with use of available 
means allow untrained individuals, 
even lone actors, to put in practice 
attacks with CBRN materials. By 
suggesting simple methodologies, 
terrorist organisations make CBRN 
attacks more accessible with the 
intention of increasing the number 
of attempts in the hope of carrying 
out a successful attack regardless 
of the initial scientific knowledge or 
experience of the actor.

A plot to create an improvised 
dispersal device to release toxic 
hydrogen sulphide gas, which was 
disrupted in Australia when the 
suspects were arrested on 29 July 
2017, illustrates the intent of jihadist 
terrorists to use chemical weapons 
in a terrorist attack in the West. In 
this CBRN terrorist-related case, 
the perpetrators had reached the 
preparation phase, including procuring 
components and precursors, designing, 
and testing a device.

8 Series of articles published on social media.
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Threats to 
contaminate food by 
anarchists 

On 19 December 2017 anarchists 
published threats on the internet to 
contaminate food products in Athens 
and Thessaloniki in Greece. An activist 
group claimed to have deliberately 
introduced hydrochloric acid in soft 
drinks, milk, sausages and sauces. A 
post by user Green-Black Commando 
titled “Green Nemesis Act 3” on the 
Athens Indymedia website warned that 
the group had poisoned several drink 
products of multinational companies 
with hydrochloric acid and that they 
would be replacing the items on 
supermarket shelves shortly after. They 
also posted online photos showing the 
poison being injected into the products. 
Similar threats of food contamination 
in Greece were published by anarchists 
in previous years, in 20169 and 201310. 
These plans usually involve targeting 
major multinational corporations in 
order to force them to withdraw their 
products, thereby generating significant 
loss of revenue, in particular during 
busy periods of the year.

9 In December 2016 Greek anarchists published a 
warning claiming they contaminated several food 
and drink products produced by multinational 
companies. The operation called Green Nemesis #2 
was planned to take place during the Christmas and 
New Year period in the Attica region of Greece. The 
warning message posted on the anarchist website 
explained how to introduce chlorine and hydrochloric 
acid to products while leaving packaging intact.
10 Similar threats to contaminate beverages produced 
by the same multinational company were also 
expressed in December 2013. 
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the convergence of cyber 
and terrorism

Recruitment and 
propaganda

By 2017 over 150 social media 
platforms were identified as being 
abused by terrorists for propaganda 
dissemination11. Additionally file sharing 
sites are used to store and disseminate 
terrorist content, messaging and bot 
services advertise links to such content 
and social media aggregators store 
and stream content to other social 
media platforms. Industry and law 
enforcement action however have 
resulted in a reduction of the terrorist 
abuse of mainstream platforms such 
as Facebook, Twitter and YouTube, 
but similar progress has yet to be 
made with start-up social media and 
companies with limited resources.

Most terrorist activity concerns the 
surface web. Some terrorist activity 
however can also be found on the 
Darknet. This mostly relates to 
fundraising campaigns, the use of illicit 
markets and further advertisement 
of propaganda hosted on mainstream 
social media.

11 Europol, Internet Organised Crime Threat 
Assessment (IOCTA) 2017, 2017, p. 53.
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Cyber-attacks

While terrorist groups use the internet 
to reach their followers and spread 
their message, their capability to launch 
attacks via the internet appears to 
remain extremely limited. The absence 
of any major cyber-attacks by terrorist 
organisations can be interpreted as the 
result of a lack of appropriate technical 
skills within the groups. A number of 
cyber-terrorist groups have come to 
light over the past few years. However 
the overall threat from a cyber-attack of 
terrorist origin appears to remain low.

The Islamic State Hacking Division, 
also known as the United Cyber 
Caliphate, incorporates any online 
group identifying itself as the digital 
army for IS. To date, this has included 
the Caliphate Cyber Army, which was 
largely responsible for a number of 
website defacements; the Islamic Cyber 
Army, which is believed to be focused 
on gathering intelligence related to 
the energy industry and power grids, 
purportedly in preparation of an attack; 
and the Sons of the Caliphate Army, 
which focuses on hacking social media 

accounts on Facebook and Twitter. 
More recently, in December 2017, the 
Electronic Ghosts of the Caliphate (EGC) 
threatened to conduct a global cyber-
attack. However no attack materialised.

Some studies12 suggest that, rather than 
trying to develop their own capability 
and tools, some terrorist groups now 
turn to online criminal markets, using 
the crime-as-a-service industry to buy 
access to the capabilities that they 
themselves are lacking. If this is true, 
it is likely that the effectiveness of 
cyber-terrorist groups will increase, 
perhaps with short delay. Such attacks 
are unlikely to create as much public 
attention as a real-world attack. 
However a cyber-attack may amplify 
the impact of a real-world attack, if 
carried out in conjunction with the 
latter, in what may be called a hybrid 
attack, for example, by disrupting 
emergency or other essential public 
services.

12 Wolf, K., Cyber jihadists dabble in DDOS: Assessing 
the threat, 2017, https://www.flashpoint-intel.com/
blog/cyber-jihadists-ddos

https://www.flashpoint-intel.com/blog/cyber-jihadists-ddos
https://www.flashpoint-intel.com/blog/cyber-jihadists-ddos


convictions and 
penalties

In 2017 17 Member States reported 
a total of 565 individuals who were 
convicted or acquitted of terrorist 
offences13. This number is similar to 
the numbers submitted over the past 
two years14.

In 2017 the UK was the Member State 
that reported the highest number 
of individuals in concluded court 
proceedings for terrorist offences 

13 Eurojust received contributions containing 
information on terrorism-related court decisions 
in 2017 from the following Member States: Austria, 
Belgium, Czech Republic, Denmark, Estonia, Finland, 
France, Germany, Greece, Italy, Lithuania, the 
Netherlands, Poland, Portugal, Spain, Sweden and 
the UK.

If a verdict pronounced in 2017 was appealed and 
the appeal was concluded before the end of the 
year, Eurojust reported only on the latest/final 
verdict. 
14 Please refer to Annex I for additional information 
and clarification on the numbers mentioned in this 
section.

(125), followed by France (120) and 
Belgium (85)15. In France and Spain 
four individuals were tried twice 
during the year in different terrorism 
proceedings. As a result, the total 
number of verdicts pronounced for 
terrorism-related offences in 2017 was 
569.

Some of the defendants who appeared 
before courts in the EU Member 
States were minor of age at the time 
of trial and/or when the offences 
were committed. The number of 
female defendants judged in 2017 (66) 
increased compared to 2016 (53). The 
practice in some countries to render 
sentences in absentia continued with 

15 The UK contribution includes proceedings on 
offences under anti-terrorism legislation, as well 
as other offences assessed to be terrorism related. 
Similar to previous years, the UK data for 2017 
refers only to convictions.

respect to defendants who were 
believed to be in conflict zones or 
were claimed to have died but were 
not officially declared dead. Some 
individuals sentenced for terrorist 
offences in 2017 had previously been 
convicted of terrorism in the same 
Member State or abroad.

The majority of the verdicts reported 
in 2017 are final, while others are 
pending judicial remedy, as appeals 
have been submitted16.

16 According to Council Decision 2005/671/JHA, 
the information to be submitted to Eurojust is in 
relation to final convictions. Due to the specifics of 
reporting, some Member States submit information 
on final decisions only, while other Member 
States report also on not final decisions. The data 
provided by the UK did not distinguish between final 
decisions and decisions pending judicial remedy. 
As reported, all convictions in the UK are effective 
from the moment of their being pronounced, even if 
an appeal is made.

*  The data for the previous years 
corresponds to the data reported in the 
respective TE-SAT reports.

figure 5 
Number of individuals in concluded court 
proceedings for terrorist offences in 2015, 
2016 and 2017, as reported to Eurojust*.
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GENERAL OVERVIEW

Type of terrorism

In 2017 the vast majority of verdicts 
(352) in the Member States concerned 
jihadist terrorism confirming a trend 
that started in 201517. Similar to 
the recent years, the largest part of 
the verdicts for jihadist terrorism 
concerned offences related to the 
conflict in Syria and Iraq; however 
persons who had engaged with Al 
Qaeda, the Taliban or Al-Shabaab were 
also tried in 2017. In one case in Austria 
a member of Hamas was imprisoned 
for life after the Supreme Court found 
him guilty of membership in a terrorist 
organisation and attempted incitement 
to murder as terrorist crime.

The highest number of verdicts for 
jihadist terrorism in 2017 (114) were 
rendered in France. Austria, Denmark, 
Estonia, Finland, Italy, Poland, Portugal 
and Sweden reported only verdicts 
for jihadist terrorism in 2017. The vast 
majority of jihadist terrorism verdicts 
rendered in 2017 was in relation to ISIL 
or its affiliated groups.

In Belgium, for example, seven 
members of the Salafist group Way of 
Life were sentenced to prison terms of 
up to five years by the Criminal Court 

17 The data provided by the UK was not broken down 
by type of terrorism and is therefore not included in 
the numbers that follow.

of Antwerp in July 2017. The court 
found them guilty of (attempted) 
participation in the activities of a 
terrorist group (ISIL). The court found 
that three of the defendants had 
formed the core of Way of Life – the 
new jihadist group that adopted the 
ideology of the banned Sharia4Belgium 
– and had tried to recruit young men 
via a non-profit organisation. Four of 
the defendants had unsuccessfully 
tried to reach Syria, while two others 
had succeeded and one already 
returned. Some of the verdicts were 
appealed and upheld by the Court of 
Appeal of Antwerp in December 2017.

In Italy the Court of Appeal of Trento 
confirmed a sentence issued by a 
lower court against four members 
of the Merano cell of the terrorist 
group Rawti Shax. Rawti Shax had cells 
in Europe and the Middle East that 
communicated and operated via the 
internet and had provided logistical 
and financial support to recruiting 
foreign terrorist fighters to be sent 
to Iraq and Syria. Their stated aim 
was to establish a theocratic state 
and to overthrow the government of 
Kurdistan. The Merano cell members 
had been arrested as part of a big 
multinational operation coordinated by 
Eurojust in November 2015. The court 
ruled that they were theoretically 
capable of carrying out attacks and 
confirmed the six-year sentence given 
to one of the group members and the 

four-year sentences given to the other 
three.

In Spain six men were sentenced 
to six years in prison each after 
the National Court found them 
guilty of membership in a terrorist 
organisation. The six had supported 
Muslim radical extremism, aiming to 
recruit fighters for Al Qaeda in order 
to carry out attacks in the Maghreb 
or in the West. They had used several 
networks, such as Blogger, Contactime, 
Facebook, Flickr, Google+, Issuu, 
Paltalk, Scribd, Twitter and YouTube, 
to spread propaganda, share their 
strong disapproval of Western society, 
distribute combat manuals to train 
their followers for potential missions, 
and organise meetings. One of the 
men had established Sharia4Spain, 
the Spanish branch of the global 
Sharia4 movement. The group had also 
established an independent system for 
financing its activities and had shown a 
particular interest in the development 
of biological or chemical weapons.

In 2017 courts in the EU Member 
States continued to refer to the 
so-called ISIL registration forms 
filled in upon entry into the terrorist 
organisation. In the Netherlands, for 
example, the authorities launched an 
investigation into alleged participation 
in a terrorist organisation triggered 
by information on such a registration 
form provided to the Dutch Military 
Intelligence and Security Service 
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by the US Department of Defense. 
Corroborating it with other evidence, 
the District Court of Rotterdam held 
that the registration form attributed to 
the defendant was authentic. Owing 
to the nature of the information that 
would have been primarily known to 
the defendant, the court considered 
it proven that he had provided the 
information stated in the registration 
form. The ISIL registration forms were 
also introduced in evidence in two 
cases in Denmark.

As in previous years, Spanish courts 
tried the largest number of individuals 
charged with separatist terrorism 
offences in the EU in 2017. One 
of them belonged to the terrorist 
group Resistência Galega (RG, 
Galician Resistance), while all others 
belonged to or were affiliated with 
Euskadi ta Askatasuna (ETA, Basque 
Fatherland and Liberty). In France, 
Germany and the Netherlands, PKK 
members were convicted of offences, 
including participation in a terrorist 
organisation, financing of terrorism, 
complicity in money laundering, 
recruitment and/or training of its 
members, while in Belgium four 
people were acquitted for alleged fund 
raising for the PKK. In the Netherlands 
also five members of the Liberation 
Tigers of Tamil Eelam (LTTE) were 
sentenced by the Supreme Court to 
serve prison terms for their role in the 
terrorist group, after the court ruled 
that the claim that LTTE fighters could 
be defined as “combatants” cannot 
be supported under international 
humanitarian law and they can be 
prosecuted and sentenced under 

Dutch criminal law. In Lithuania a man 
who had attempted to support and 
finance the Real IRA was imprisoned by 
the Court of Appeal. 

In 2017 courts in the Czech Republic, 
Greece and Spain heard left-wing 
terrorism cases, marking an increase 
in such cases compared to last year. 
Germany was the only Member State 
that reported verdicts for right-wing 
terrorist offences. The majority of the 
female defendants (42) were tried for 
jihadist terrorist offences confirming 
an upward trend from the past couple 
of years.

Type of offences

In a large number of cases concluded 
in 2017 the defendants were brought 
to court on charges of participation in 
(the activities of) a terrorist group. In 
May 2017 in Germany, for example, 
the Higher Regional Court of Berlin 
convicted a 20-year old Syrian man of 
membership in a terrorist organisation 
and sentenced him to a five-year 
juvenile sentence. Before moving to 
Germany in August 2015 and being 
recognised as a refugee, the defendant 
had been a member of ISIL in Syria. In 
2013 he participated in the siege of 
an airport and in the spring of 2014 
in a city siege eastern Syria. After 
arriving in Germany, he became a 
contact person for ISIL in Germany. He 
provided them with information about 
soft targets in Berlin, well aware that 
such information could be used to plan 
terrorist attacks.

A smaller number of the defendants 
in 2017 were tried for glorification 
of terrorism, recruitment and (self-
) training for terrorist purposes, 
financing of terrorism, instigation 
to commit terrorist acts, or for 
attempting to commit such crimes. In 
some cases, terrorism charges were 
filed in parallel with charges for other 
offences, e.g. murder, possession of 
weapons and explosives, war crimes, 
or forgery of official documents.

In Spain a 38-year old man was 
sentenced to five years in prison for 
having used social platforms to spread 
the word and symbols of ISIL and to 
recruit female minors to travel to the 
ISIL-controlled areas in Iraq and Syria 
and marry fighters there. He contacted 
the girls at an Islamic cultural centre 
with the intention of indoctrinating 
them and offering them the possibility 
to travel to Syria.

In a case that had no precedent 
in Sweden, the Court of Appeal of 
Malmö confirmed the six month 
sentence issued earlier in 2017 by the 
Malmö District Court against a man 
who had urged others to finance ISIL 
via Facebook. The court admitted 
in evidence that he had posted a 
message asking for help to supply 
weapons to those fighting “at the 
front”. The message also contained 
the names of two people who could 
be contacted in order to transfer the 
money; one of them is on the United 
Nations (UN) and EU lists of terrorist 
financiers. The court heard that the 
post could be accessed by anyone, 
even without a Facebook account.
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In the Netherlands the brother of a 
Dutch fighter in Syria was found guilty 
of financing of terrorism, among 
others, and given a two-year prison 
sentence for sending approximately 
EUR 17 000 to his brother via a 
middleman in Turkey. The court held 
that the man was well aware of the 
actions of his brother and those of ISIL 
in Syria. By providing financial support 
to a person whose involvement in 
terrorism was known to him, the man 
consciously accepted the significant 
possibility that these funds be used for 
the purpose of committing terrorist 
offences.

The female defendants in 2017 were 
tried for preparing to commit terrorist 
acts, participation in or collaboration 
with a terrorist organisation, financing 
of terrorism, glorification of terrorism, 
spreading messages inciting to commit 
a terrorist offence.

In Denmark a teenage girl was found 
guilty of attempted terrorism for 
having tried to make bombs to be 
used in terrorist attacks against her 
own former local school and against a 
Jewish school in Copenhagen. The first 
attack was not carried out because 
she did not receive an order from ISIL/
jihadists with whom she corresponded 
via the internet. The second attack 
was prevented as she was arrested 
by the police. The girl, who lived in 
a village in the countryside, became 
radicalised via the internet and chat 
contacts in just a few months after 
having converted to Islam. She bought 
chemicals to produce TATP and started 
experiments with the substance in 
the basement of her house. She was 

15 years old when she committed the 
offence.

In Spain the National Court sentenced 
a 20-year-old Moroccan woman to five 
years in prison. The court found that 
she became radicalised since 2015 and 
shared her religious and political views 
on social media. She posted messages 
supporting ISIL and the jihad and 
planned to travel to the conflict zone 
controlled by ISIL and wished to marry 
a mujahid. She posted photos and 
videos of ISIL fighters and executions 
via Facebook, Twitter and YouTube. 
She also accessed chat rooms used and 
managed by ISIL members. The court 
found her guilty of collaboration with a 
terrorist organisation.

In the Netherlands the first female 
returnee to be sentenced for terrorist 
offence was given a two-year prison 
term, of which one year on probation. 
She was convicted for having helped 
her husband travel to Syria and 
participate in the fighting there. 

Convictions and 
acquittals

In 2017 Denmark and Estonia were 
the only two Member States that 
had convictions and no acquittals for 
terrorist offences18. Austria, Belgium, 
France, Germany, Italy and Spain also 
witnessed a vast majority of successful 
prosecutions resulting in convictions 
for terrorist offences. The record high 

18 The UK data for 2017 refers only to convictions 
and is not included in the numbers in this section.

conviction rate registered in 2016 
(89%) continued in 2017. In some 
cases defendants were acquitted of 
terrorist offences but convicted of 
other offences, such as an attack on air 
transport, drug trafficking, burglary, 
attempted extortion, preparation of an 
explosion, theft, firearms offences, and 
abduction of a minor19.

All prosecutions for right-wing terrorist 
offences resulted in convictions in 
2017. The concluded jihadist terrorism 
cases continued to have a very high 
conviction rate (89%), similar to 2016 
(92%) and 2015 (94%). The acquittal 
rate among the verdicts related to 
separatist and left-wing terrorism was 
higher (29% and 28% respectively)20. 
In Spain, for example, the National 
Court acquitted an ETA member for 
his alleged role in an attack on a local 
government building in Guipuzcoa 
in July 1995. The attack had been 
carried out by ETA’s Donosti command 
in 1995, using a grenade launcher 
and two grenades. The court ruled 
that the defendant was no longer 
criminally liable for the alleged acts, 
due to the application of the statute 
of limitations. In Greece the criminal 
prosecution of some acts in a left-wing 
terrorism case was definitively ended 
due to the statute of limitations.

19 Eurojust considers it as one verdict if an individual 
is convicted of more than one terrorist offence 
within the same proceeding, or convicted of a 
terrorist offence and acquitted of another offence. 
If an individual is acquitted of a terrorist offence and 
convicted of another offence, the verdict is included 
in the overview as acquittal of terrorism.
20 The data provided by the UK was not broken 
down by type of terrorism and is therefore not used 
to calculate the conviction rate.
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Penalties

The average prison sentence for terrorist offences in the 
EU in 2017 was five years21, similar to that of 2016. The 
lowest prison sentence ordered by courts in the EU Member 
States in 2017 was 45 days. Sentences of up to five years of 
imprisonment remained the majority of the penalties handed 
down with the guilty verdicts in 2017 (61%); sentences of 
ten or more years of imprisonment remained similar to 2016 
(12%).

The most severe penalty – imprisonment of 158 years – was 
handed to an ETA member in Spain convicted of 11 counts 
of attempted assassination. As mentioned above, in Austria 
a 27-year-old member of Hamas was sentenced to life-long 
imprisonment for having used social media to call on others 
to kill Jews in Jerusalem. The same sentence was pronounced 
in Germany against a man who had attempted to attack Bonn 
train station in December 2012 and planned the murder 
of a political party leader. Courts in the UK also gave life 
sentences to persons found guilty of preparing to commit 
acts of terrorism.

It should, however, be taken into consideration that the 
severity of the penalty in each case would depend on the 
respective offence and cannot serve any comparative 
purposes. Additionally, in some Member States the average 
sentence is calculated on the basis of one conviction, while 
in others it is based on a considerably higher number of 
convictions.

Left-wing terrorist offences continued to bear the highest 
average prison sentence (ten years). The average prison 
sentence for jihadist terrorist offences remained five 
years and four years for separatist and right-wing terrorist 
offences22.

In addition to prison terms, several courts imposed fines, 
restrictions on civil rights, travel bans and expulsion from the 
national territory. In France some of the convicted persons 
were written in the national judicial database for terrorist 
offenders. In some cases youth penalties were given or the 
sentence was partially or fully suspended. In other cases 
the sentencing or the execution of the prison sentence was 
postponed upon certain conditions, or no penalty was yet 
ordered at the time of reporting.

In the cases in which the guilty verdicts did not result in 
prison sentences, the courts ruled on fines, community 
service, rehabilitation, or community orders. Treatment 
in a mental health institution was ordered in some cases, 
in addition to or as an alternative to imprisonment. In one 
occasion it was also ordered for a person declared insane and 
acquitted of terrorist offences.

21 For the purpose of the calculation of the average prison sentence, penalties 
exceeding 40 years of imprisonment and life sentences were counted as 40 
years. In the cases where the court ordered a minimum number of years of the 
life sentence to be served, the sentence was included in the overview with the 
minimum number of years indicated.
22 The data provided by the UK was not broken down by type of terrorism and is 
therefore not included in the overview.

figure 6
Average sentences (excluding non-prison 
penalties) per Member State in 2017, as 
reported to Eurojust.
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